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Autonomous systems, such as autonomous driving systems, evolve rapidly through frequent updates, risking unintended
behavioral degradations. Effective system-level testing is challenging due to the vast scenario space, the absence of reliable test
oracles, and the need for practically applicable and interpretable test cases. We present CoCoMagic, a novel automated test case
generation method that combines metamorphic testing, differential testing, and advanced search-based techniques to identify
behavioral divergences between versions of autonomous systems. CoCoMagic formulates test generation as a constrained
cooperative co-evolutionary search, evolving both source scenarios and metamorphic perturbations to maximize differences
in violations of predefined metamorphic relations across versions. Constraints and population initialization strategies guide
the search toward realistic, relevant scenarios. An integrated interpretability approach aids in diagnosing the root causes of
divergences. We evaluate CoCoMagic on an end-to-end autonomous driving system, INTERFUSER, within the CARLA virtual
simulator. Results show significant improvements over baseline search methods, identifying more distinct high-severity
behavioral differences while maintaining scenario realism. The interpretability approach provides actionable insights for
developers, supporting targeted debugging and safety assessment. CoCoMagic offers an efficient, effective, and interpretable
way for the differential testing of evolving autonomous systems across versions.
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1 Introduction

Autonomous Systems (ASs) are complex software-hardware systems designed to autonomously make real-time
operating decisions in open contexts by processing data from a multitude of inputs. These systems are mostly
built with Artificial Intelligence (AI) units that learn from vast datasets and may, in the future, continuously
evolve through reinforcement learning. As ASs continue to advance, the need for systematic testing becomes
increasingly important, to maintain public trust and to satisfy regulatory requirements [43, 53, 75]. Concurrently,
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AS development relies on iterative refinement, incorporating new real-world data, optimized network archi-
tectures, hyperparameter tuning, and algorithmic tweaks to boost AS performance across diverse operating
conditions [49, 85, 88]. However, each update can inadvertently introduce changes that undermine previously
validated behaviors or functionalities. Assumptions about system behavior or responses that once appeared
benign may no longer hold under new or even familiar conditions, leading to unsafe outcomes. Without sys-
tematic testing, such behavioral degradations can remain hidden, compromising system reliability and safety.
Consequently, there is an urgent need for effective testing methods that systematically identify critical violations
triggered by AS updates, particularly as modern ASs are increasingly built on complex Al models whose behavior
can be difficult to predict and verify.

Meeting this need is complicated by the fact that the behavior of ASs across diverse scenariosis both complex
and unpredictable, making it challenging to detect degradations and trace their root causes. Variations in
environmental conditions, task parameters, and system inputs interact with the uncertainty inherent in Machine
Learning (ML) or Deep Learning (DL) models to produce a vast array of possible AS responses. In practice, a
single update, whether to the model, the control policy, or the training data, can affect hundreds of interconnected
components. Consequently, a failure observed in one scenario, whether a safety violation or a subtle or indirect
unsafe behavior, may arise from a subtle modification elsewhere. Isolating which change triggered the degradation,
therefore, requires re-creating and re-evaluating numerous complex test cases, a process that demands extensive
computational resources and careful methodological design.

In addition, the main obstacle in testing ASs is the lack of dependable test oracles. This challenge arises because,
in many cases, especially in complex or open-ended scenarios, formal specifications or expected outcomes are
either absent or difficult to establish [25, 67]. Unlike traditional software, where a function’s input and output can
be precisely defined, ASs often operate in environments where a spectrum of behaviors may be acceptable for a
given situation. For instance, a robot navigating a crowded space may choose different but equally valid paths, or
an automated control system may apply varying control signals within a safe operating range. Human experts
sometimes disagree on the correct maneuver in novel situations, and encoding every nuance of safe behavior
into a fixed rule set is generally infeasible. Without clear pass/fail criteria, automated testing cannot definitively
flag deviations as degradations, making it nearly impossible to scale testing across the full range of real-world
operating conditions.

Furthermore, even when degradations can be detected without a formal oracle, the practical relevance of such
detections depends heavily on the realism of the scenarios in which they occur. While artificially constructed edge
cases can expose system weaknesses, failures observed in scenarios that closely resemble conditions the system
has recently or commonly encountered during real-world operation are often of greater practical importance.
Such scenarios are inherently more likely to increase the probability that any detected failure will manifest
after deployment. We refer to such scenarios as “realistic” throughout this paper. Therefore, prioritizing failure
discovery in realistic settings enhances the practical relevance of the testing process and helps focus engineering
efforts on risks more likely to impact users.

To address these challenges, we propose Cooperative Co-evolutionary differential and Metamorphic Automated
Generator for Interpretable Cases in autonomous systems (CoCoMagic), an effective and efficient automated test
case generation method that integrates Differential Testing (DT) with Metamorphic Testing (MT) [13] to expose
behavioral divergences between AS versions. In CoCoMagic, DT serves as the primary mechanism for efficiently
detecting diverse instances of behavioral divergence by comparing the outputs of two ASs under identical test
inputs. However, DT alone cannot address the oracle problem, as it does not assess the impact of detected
behavioral differences on system safety. MT is therefore integrated into CoCoMagic to provide a mechanism for
assessing the safety implications of such behavioral changes. MT provides a practical approach to evaluating
system behavior using Metamorphic Relations (MRs), which define expected relationships between related inputs
and outputs rather than verifying the absolute correctness of individual test outputs. As a result, it is particularly
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well-suited for domains such as autonomous driving, where correct behavior is often context-dependent and
ambiguous [75, 92], and where labeled test data may be impractical or too expensive. Furthermore, unlike
threshold-based safety metrics, which can only detect specific types of safety violations, MRs can capture a
broader range of unsafe behaviors, including subtle and indirect ones that do not necessarily lead to immediate
safety violations but indicate underlying instability or degradation in system performance that could eventually
compromise safety.

In the context of evolving ASs, where system updates may subtly alter behavior, DT coupled with MT can
help reveal deviations that violate the expected output relations defined by MRs. Such violations may indicate
degradations or unexpected side effects introduced during model fine-tuning or other updates. We cast test case
generation as a search problem and seek inputs in which the extent of violation of the expected output relation
differs markedly across versions. This paired formulation is important because the goal is not merely to find
severe violations in either version, but to identify test conditions under which the update changes the system’s
safety-relevant behavior. By systematically identifying such inputs, our method yields effective yet diverse test
cases that highlight safety risks and unintended behaviors introduced by the continuous evolution of ASs. We
also incorporate constraints and a population initialization strategy to guide the search toward realistic test cases
that reflect real-world conditions. Specifically, the population is initialized with scenarios derived from real-world
execution data, providing a realistic starting point, while a penalty term in the fitness function discourages the
generation of test cases that deviate significantly from observed operational conditions. This design ensures
that the generated cases are relevant and applicable to practical scenarios, particularly in contexts where the
updated system is expected to operate. The extent to which realismis prioritized can also be adjusted, allowing
practitioners to balance realism against other testing objectives based on their specific needs.

To further enhance the utility of CoCoMagic, we integrate an interpretability approach to support the analysis
and understanding of the root causes of the identified behavioral divergences. This approach allows us to analyze
the generated test cases and gain insights into the underlying factors contributing to the observed discrepancies,
thereby helping developers address potential safety risks more effectively, producing cases that are not only
effective at exposing divergences but also-understandable and interpretable.

While our method is designed for general applicability to ASs operating in open and complex environments,
this work focuses on Autonomous Driving Systems (ADSs) as a representative and challenging case study.
End-to-end ADSs exemplify one of the most complex forms of ASs, positioned at the higher end of the complexity
spectrum [10]. To evaluate the effectiveness and efficiency of CoCoMagic, we conducted experiments using the
CaRrraA simulator [21] with the INTERFUSER ADS [73]. The results show that CoCoMagic significantly outperforms
baseline methods in identifying severe behavioral discrepancies, with consistent advantages across a wide range
of search budgets and configurations. This superior performance highlights CoCoMagic as a promising and
scalable solution for testing ADSs. The use of constraints and population initialization effectively guides the
search toward realistic and practically relevant test cases, thereby enhancing the applicability of the generated test
cases. Moreover, the interpretability approach integrated into CoCoMagic enables a detailed analysis of behavioral
divergences, offering valuable insights into the underlying factors contributing to the observed discrepancies.

The major contributions of this paper are summarized as follows:

» We propose CoCoMagic, a novel method for automated test case generation that combines MT and DT to
expose behavioral divergences between different versions of ASs. We also introduce constraints and a
population initialization strategy to guide the search toward realistic test cases that reflect real-world
conditions.

» We incorporate an interpretability approach into CoCoMagic to facilitate the analysis and understanding
of the root causes behind the identified behavioral divergences.
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« We apply CoCoMagic to a complex case study utilizing an industry-grade simulator and a high-performing
ADS.

+ We provide a comprehensive evaluation of CoCoMagic through large-scale experiments and comparisons
against baseline methods, showing its ability to identify behavioral discrepancies and highlight potential
safety risks introduced by updates.

CoCoMagicbuilds on our previous method, CoOCoMEGA [89], and mainly differs from it by focusing on efficiently
and effectively testing and analyzing updates across system versions. The key differences are as follows:

» CoCoMagic is specifically designed to systematically detect behavioral divergences between different
versions of ASs, rather than focusing solely on testing a single version.

« It incorporates constraints and a population initialization strategy to guide the search toward realistic
test cases that reflect real-world conditions.

« It integrates an interpretability approach that facilitates understanding of the root causes of observed
behavioral divergences by analyzing the generated test cases.

The remainder of this paper is organized as follows. Section 2 introduces the necessary background concepts.
Section 3 formally defines the problem and outlines the key challenges. Section 4 reviews related research and
highlights existing gaps. Section 5 presents a detailed description of CoCoMagic. Section 6 details the design
of our empirical evaluation. Section 7 presents and interprets the experimental results: Section 8 analyzes the
findings and discusses potential threats to validity. Finally, Section 9 summarizes the paper and outlines future
work directions.

2 Background

In this section, we provide background information on the key concepts and our previous work that underpin
our proposed framework for testing evolving ASs.

2.1 Metamorphic Testing

Metamorphic Testing (MT), first introduced by Chen et al. [12], addresses the oracle problem in software testing
by leveraging MRs. Instead of requiring a ground-truth output for every test case, MT begins with a set of
source test inputs and their observed outputs, then applies transformations to generate new follow-up inputs.
The expected relationship between the outputs of the original and transformed inputs is defined by an MR. If
the program’s outputs violate this relationship, a defect is detected. For example, consider testing a program
f intended to compute sin(x). Normally, one can check the correctness directly by verifying if f(x) = sin(x)
for any input x. However, assume that the ground-truth value sin(x) is unknown, then such direct checking is
not possible. MT provides an alternative approach by testing the program using an MR. For instance, using the
mathematical property sin(x) = sin(x + 277), we can define an MR stating that f(x) should equal f(x + 27). Testing
then reduces to checking whether this relation holds for any input x. To ground these ideas more formally, we
now introduce the precise definition of an MR and explain how it is represented in our framework.

An MR generally specifies a relation X that defines a relationship between a sequence of inputs and their
respective outputs [13]. A common category of MRs consists of two components: an input relation ir and an
output relation or. The input relation ir specifies how two inputs x; and x, are related, while the output relation
or describes the expected relationship between their outputs f(x;) and f(x,) [20], where f represents the function
or system under test. The relation R holds when both ir and or are satisfied, and can be formally expressed as:

R (x1, %5, f (1), £ (x2)) 1= ir (361, %) = or (f(x1), f(x2))

This formulation allows an MR to be interpreted as a consistency rule that governs how the system’s output
should change in response to a defined transformation of its input. In our work, we formally define an MR
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as a tuple mr := (ir, or). Given the input relation ir providing an abstract specification of how a source test
input can be transformed, we can derive concrete metamorphic transformations that modify the attributes of
a source input to produce a follow-up input. A violation occurs when the follow-up input satisfies ir, but the
corresponding outputs fail to satisfy or, indicating that the MR has been violated. In our search framework,
we employ a set of MRs that share a common output relation or to guide the search, which can be defined as
MR :={mr; = (ir;,or) | i = 1, ..., k}, where k denotes the number of MRs in the set.

2.2 Differential Testing

Differential Testing (DT) is a testing technique in which multiple comparable implementations of a system
are exercised on the same automatically generated inputs, and any divergence in their outputs is treated as
evidence of a potential bug [61]. In practice, DT works by executing large numbers of inputs across multiple
implementations and automatically flagging discrepant executions for analysis. DT has been successfully applied
to a variety of software systems [50, 65, 86], whenever multiple independent implementations or versions are
available for comparison on shared inputs.

DT is well suited to iterative development workflows in which models, training data, and control policies are
continually revised. By running the same test inputs across successive versions of an AS and comparing their
behavior, it directly targets update-induced changes, surfacing cases where system behavior improves or degrades.
This comparison enables efficient identification of degradations and other unintended behavioral changes across
system updates.

2.3 Cooperative Co-evolutionary Algorithms

Cooperative Co-Evolutionary Algorithms (CCEAs) form a particular type of Evolutionary Algorithms (EAs), a
family of algorithms inspired by biological evolution and widely used to solve optimization problems that are
difficult to handle with standard mathematical optimization techniques [54]. In EAs, candidate solutions are
represented as individuals within a population, and their quality is evaluated by a fitness function. Individuals
with higher fitness are more likely to be selected as parents, and new individuals are generated through crossover
(combining parts of parent solutions) and mutation (introducing random variation in an individual). Through
iterative cycles of selection, crossover, and mutation, the population evolves toward increasingly effective
solutions.

However, many real-world problems involve extremely high-dimensional search spaces, making standard EAs
inefficient [54, 56]. To address this challenge, CCEAs, originally proposed by Potter and De Jong [66], decomposes
the original problem into a set of lower-dimensional and tractable subproblems, each of which can be solved
in a separately evolving subpopulation as in conventional EAs. As individuals from each subpopulation must
work together to form a complete solution, an individual’s fitness is evaluated based on the joint fitness of
that complete solution, which is created by pairing the individual with representative collaborators from other
populations or from poepulation archives such as those used in iCCEA [63]. By leveraging decomposition and
collaborative evaluation, CCEAs can effectively search high-dimensional spaces, making them well-suited to our
task of identifying scenarios in a complex, open-ended environment.

2.4 RuleFit

The RuleFit algorithm, introduced by Friedman and Popescu [27], combines decision trees with linear models to
construct predictive models that are both expressive and interpretable. Linear regression models are simple and
interpretable, but cannot naturally capture feature interactions or nonlinear relationships. In contrast, decision
trees can model complex interactions, yet they become increasingly difficult to interpret as their depth and
number of leaf nodes grow. RuleFit bridges this gap by learning a sparse linear model that incorporates both the

ACM Trans. Softw. Eng. Methodol.



6 « Yousefizadeh et al.

original features and a set of automatically generated decision rules. These rules are derived from decision trees
and explicitly encode feature interactions. Each path from the root to a leaf in a tree is transformed into a binary
rule by conjoining the split conditions along that path. The trees themselves are trained to predict the target
outcome, ensuring that the generated rules are relevant to the learning task. RuleFit is flexible with respect to the
tree-generation process, and any method that produces an ensemble of trees, such as Random Forests (RFs) or
Gradient Boosted Decision Trees (GBDTs), can be used. The resulting rules are then combined with the original
features in a sparse linear model, typically using Lasso [77], which promotes sparsity and selects a compact set of
informative rules.

To illustrate, consider the example from the original RuleFit paper [27], which predicts the median house
value of a Boston neighborhood. The input features include the average number of rooms per dwelling, the
proportion of owner-occupied units built before 1940, and weighted distances to five Boston employment centers,
while the output is the median house value in thousands of dollars. One rule generated by RuleFit is: “IF the
number of rooms > 6.64 AND the concentration of nitric oxides < 0.67, THEN increase the predicted median
house value by 1.30”. This rule captures an interaction between two features that a standard linear model would
not represent without manual specification. By automatically introducing interaction terms, RuleFit alleviates
the need to manually engineer feature interactions and improves linear models” ability to capture nonlinear
effects. At the same time, the resulting model remains interpretable, as each rule is a simple binary condition
indicating whether it applies to a given instance. RuleFit supports both regression and classification tasks, making
it a versatile tool for predictive modeling where interpretability and expressiveness are equally important. In
our framework, we leverage RuleFit to derive such interpretable rules from the identified test cases that expose
the behavioral differences between ASs. These rules help engineers understand and communicate the specific
scenario conditions under which an updated AS exhibits different behavior from a previous version, thereby
facilitating debugging and improvement efforts.

2.5 CoCoMEGA

CoCoMEGA [89] is a search-based testing framework that combines MT with an archive-based CCEA to generate
system-level test cases for ASs. The key idea is to decompose the high-dimensional test generation problem into
two coevolving populations: one representing source scenarios and the other representing perturbations derived
from a predefined set of MRs. Each perturbation encodes a concrete metamorphic transformation (e.g., adding a
pedestrian, changing weather, or adjusting vehicle speed) that can be applied to a source scenario to produce a
follow-up scenario. By collaborating individuals from the two populations, CoCoMEGA forms complete solutions
(i.e., scenario-perturbation pairs) that are executed in simulation to assess the extent to which the corresponding
MR is violated. In the following, we summarize the key concepts and components of CoOCoMEGA.

2.5.1 Representations. There are two co-evolving populations involved in CoCoMEGA, i.e., one for source
scenarios and one for perturbations.

A scenario s can be formally represented as a vector composed of real and integer values. In practice, the
specific vectorization scheme depends (in part) on the observable and controllable elements of the underlying
system or simulator. For example, in the context of ADSs, a scenario typically includes the ego vehicle, its
trajectory, environmental factors (e.g., weather), and both dynamic (e.g., other vehicles and pedestrians) and
static (e.g., obstacles) objects [33, 74]. Each of these elements is characterized by multiple attributes of different
types, including continuous values and categorical variables encoded as integers. In this context, let ego be the
ego vehicle and its attributes, WP be a set of waypoints that characterizes the trajectory, ATTR be a set of global
attributes, e.g., weather and brightness, STAT be a set of static objects, e.g., traffic signs, and DYNA be a set of
dynamic objects, e.g., pedestrians and vehicles. The representation of a scenario can be defined as the tuple
s := (ego, WP, ATTR, STAT, DYNA), where:
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ego = (modego,posego, rotggo, vego)

WP = {wp; | i € N}
ATTR = {atir; | i € N*}
STAT := {stat; := (mod;, pos;, rot;) | i € IN*}
DYNA := {dyna; = (mod;, pos;, rot;, v;) | i € N*}.

Here, mod represents the type of the object, e.g., the model of the vehicle such as a motorcycle or a car, pos
represents the position of the object in three-dimensional space, rot represents the direction the object is facing in
three-dimensional space, and v represents the speed of the respective objects. Each attribute (weather, brightness,
object speed, etc.) is bounded by predefined ranges that reflect realistic conditions and conform to CARLA’s valid
parameters. These ranges are also configurable, allowing testers to tailor the space of possible values to suit
different testing requirements or fidelity levels.

A perturbation can be formally defined as a sequence of metamorphic transformations, denoted as g :=
(€1, g5 ... » ¢, which are applied sequentially to a source scenario s to produce a follow-up scenario ¢(s). Each
transformation c; in g corresponds to a unique input relation ir; from the given set of MRs. Typically, a trans-
formation ¢; may represent a modification to the source scenario, such as adding a new object, removing an
existing one, or replacing an existing object with a new one. It may also represent no change at all, with no
modification applied to that specific transformation. To ensure realism, every transformation must remain within
the predefined allowable ranges of the involved attributes. This flexible structure allows perturbations to be
constructed selectively, so that not every available transformation needs to be included. However, we require
that at least one actual transformation be applied to produce a follow-up scenario with meaningful variation.

2.5.2  Archive Strategy. To avoid premature convergence and encourage the exploration of diverse failures,
CoCoMEGA maintains archives of scenarios, perturbations, and complete solutions, and relies on a heterogeneous
distance metric [83] over solutions to select archive members that are both high-fitness and well spread in the
search space.

The heterogeneous distance used in CoCoMEGA provides a unified way to measure how different two individuals
(i.e., scenarios or perturbations) are, even though scenarios contain multiple types of elements and attributes.
At the attribute level, numerical values such as position or speed contribute to a normalized difference. In
contrast, categorical values, such as object type, contribute a small fixed penalty when mismatched and zero
when identical. These attribute-level comparisons allow us to measure the similarity between two objects. To
compare sets of objects; such as static or dynamic objects in a scenario, the distance pairs objects across the
two sets according to their attribute-level distances and aggregates the resulting best-match distances, where
each best match corresponds to the minimum distance achievable by pairing an object with its most similar
counterpart in the other set, capturing structural differences even when the two scenarios contain different
numbers of objects. Finally, the distances for static objects, dynamic objects, and global attributes are combined
into a single value, yielding an overall measure of scenario similarity that accounts for variations in objects,
attributes, and environmental conditions. This unified metric enables consistent comparison across complex,
heterogeneous scenarios commonly found in ADS testing.

The archive strategy is designed around the heterogeneous distance and maintains a balance between exploiting
high-fitness solutions and exploring diverse regions of the search space. At each generation, the algorithm begins
by inserting the individual with the highest fitness into the archive, thereby preserving strong solutions. It
then incrementally fills the remaining archive slots by repeatedly selecting the individual that maximizes the
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increase in overall diversity when added to the current archive, encouraging the search to cover a broad range of
behaviors and reducing the likelihood of premature convergence. Diversity is quantified using the Pure Diversity
metric [78], which evaluates the spread of individuals to capture both primary dissimilarities and the overall
extent of coverage in the search space, resulting in an archive that both retains high-fitness individuals and
fosters exploration.

2.5.3 Genetic Operators. Standard evolutionary operators (selection, crossover, mutation) are applied separately
to the two populations, which are periodically merged with their corresponding archives, yielding an iterative
co-evolutionary process that gradually accumulates a set of distinct, high-severity violating test cases. Since
the complexity of the scenario and perturbation representations precludes the use of simple genetic operators,
CoCoMEGA employs specialized operators tailored to each population, as described below.

Selection. The selection operator for both populations uses standard tournament selection, the most prevalent
method in evolutionary algorithms [79]. Candidate individuals are selected for reproduction based on their
relative fitness rankings.

Crossover. The crossover operator for scenarios creates new offspring by combining characteristics from
two parent scenarios while preserving their essential structure. The parameters of the ego vehicle ego and the
trajectory WP remain unchanged, while global attributes ATTR, static objects STAT, and dynamic objects DYNA
are exchanged between parents using a uniform crossover. This approach allows offspring to inherit traits from
both parents, such as weather conditions, vehicle positions, and obstacle configurations, while maintaining the
overall integrity of the scenario.

For perturbations, the crossover operator works pairwise across sequences of metamorphic transformations
from two parents. Each corresponding transformation is combined using uniform crossover, which may swap
parameters when both transformations affect the same type of element, such as adding vehicles or modifying
global attributes. If the paired transformations modify different types of elements, they are preserved as is. This
mechanism enables new perturbation sequences that inherit traits from both parents while maintaining valid
and meaningful modifications to the scenario.

Mutation. The mutation operator for scenarios introduces variations by modifying global attributes ATTR and
the properties of static objects STAT and dynamic objects DYNA while keeping the ego vehicle ego and trajectory
WP unchanged. Numerical attributes are perturbed using polynomial mutation [18], and categorical attributes are
altered using integer randomization [54]. Additionally, the operator can incrementally add or remove objects from
the scenario according to a probabilistic scheme, helping explore a broader range of conditions and preventing
the scenario from growing excessively over generations. These changes generate subtle but meaningful variations
in scenarios, such as adjusting weather, brightness, vehicle positions, or pedestrian behaviors, while preserving
the overall structure.

For perturbations, mutation is applied to each metamorphic transformation in a sequence, using the same
numerical and categorical mutation strategies as for scenarios. Depending on the type of transformation, the
mutation may assign a new value to a global attribute, alter parameters of static or dynamic objects, or enable
or disable a transformation entirely. This approach ensures that offspring perturbations remain valid while
introducing diversity, producing a rich set of variations that can explore different potential outcomes in the
scenarios.

2.54 How CoCoMagic Extends CoCoMEGA for AS Testing. CoCoMEGA provides a first step towards co-evolutionary
MT. Still, it does not fully address several demands that arise in the development and testing of real-world ASs.
CoCoMagic builds directly on CoCoMEGA and extends it along the following four key dimensions.
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Differential Testing. CoCoMEGA focuses on testing a single system under test by maximizing the degree of
MR violation for that system. In practice, however, engineers frequently need to compare multiple versions or
configurations of an AS (e.g., before and after a software update, or across alternative controller designs) and
detect degradations or unexpected behavioral divergence. A key motivation for CoCoMagic is that behavioral
divergence is a paired property of two system versions under the same test condition. Running a single-version
testing method independently on each version may find severe MR violations, but it does not directly optimize
for cases where the degree of violation changes across versions. CoCoMagic therefore evaluates each generated
scenario—perturbation pair on both versions and uses the resulting difference in MR violation as the search
objective, enabling a controlled search for update-induced behavioral changes.

Constrained Search Space. CoOCoMEGA performs evolutionary search without explicitly enforcing constraints
that ensure the realism of generated scenarios, so many candidates can fall outside the system’s operational
environment or correspond to implausible traffic situations. This not only reduces the usefulness of the discovered
failures but also wastes simulation budget on cases that engineers are unlikely to encounter in practice. In
contrast, CoCoMagic constrains the search to remain close to a diverse archive of realistic scenarios derived from
previous AS executions. This steers the search towards realistic, operationally plausible scenarios that are more
likely to arise in the operational environment.

Scenario Initialization. CoCoMEGA initializes its populations largely at random, which is appropriate for generic
search but does not exploit information accumulated during iterative development and testing. CoCoMagic
introduces Runtime Initialization (RI) strategies that bias the initial population towards regions of the scenario
space that are close to previously detected failures. This improves search efficiency, accelerates the discovery of
problematic scenarios, and better reflects how engineers iteratively test evolving AS versions.

Interpretability Layer. The output of CoOCoMEGA is a set of high-dimensional solutions with associated fitness
values, leaving it to engineers to manually infer why certain regions of the scenario space are particularly
problematic. CoCoMagic adds an interpretability component, which learns rule-based models that approximate
the relationship between scenario attributes and MR violation outcomes. These rules provide human-readable
explanations of the form “if a combination of conditions on scenario parameters holds, then the likelihood or
magnitude of violation is high”. Such explanations help engineers understand and communicate why the AS fails,
support debugging and design decisions, and make the testing outcomes more actionable in industrial settings.

Summary. Overall, CoCoMagic extends CoCoMEGA from a general-purpose co-evolutionary MT engine to a
practice-oriented framework that supports DT, respects domain constraints, leverages prior knowledge, and
produces interpretable insights tailored to real-world AS development.

3 Problem and Challenges

In this section, we first present a motivating example to illustrate the context of our research. Next, we formally
define the problem we aim to solve. Finally, we outline the key challenges that arise in this context and the need
for a systematic approach to address these challenges.

3.1 Motivating Example

Consider an ADS that has been fine-tuned to operate in a new urban environment with different road layouts
and traffic patterns. The original version of the system was primarily trained and tested in suburban settings,
where traffic is relatively light and road structures are simpler. However, the updated version has undergone
fine-tuning to better handle the complexities of urban driving, including navigating dense traffic, frequent stops,
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and complex intersections. After fine-tuning, it is essential to assess how the system’s behavior has changed and
whether these changes translate into improved safety and performance in urban conditions.

Evaluating such changes is challenging. First, determining whether the updated ADS behaves correctly in
complex urban scenarios is difficult, as there is often no clear test oracle specifying the expected outcome for
every situation. For example, when encountering multiple pedestrians crossing at different speeds in a crowded
street, it is nontrivial to define precise ground-truth behaviors against which the system’s decisions can be
judged. Second, the generated test scenarios must remain representative of the new urban environment. Testing
the system with unrealistic or overly synthetic scenarios may fail to reveal meaningful behavioral differences
that arise in real city driving. Moreover, when behavioral differences are detected between the original and
updated systems, engineers need a way to understand why these differences occur. Simply identifying failing or
divergent scenarios is insufficient without interpretable explanations that reveal which environmental factors or
interactions contribute to the observed changes. Finally, this evaluation process should be efficient enough to be
performed regularly, especially if the ADS undergoes frequent updates or fine-tuning.

3.2 Problem Definition

This motivating example highlights the need for an automated, effective, and time-efficient system-level testing
methodology that systematically identifies scenarios in which the behavior of an updated AS has improved or
declined relative to the original version, thereby supporting repeated, continuous testing throughout the system’s
development lifecycle.

Specifically, we re-express the problem as a search problem. Let & denote the space of all possible operating
scenarios, and let O denote the space of all possible perturbations derived from a set of MRs that share the same
output relation or. We define a function AE,, (s, q) that quantifies the difference in the extent of MR violation of
or between two versions of an AS, given a source scenario s € § and its follow-up scenario ¢(s), which results
from applying perturbation g € Q to s. For illustration, consider a testing context where the goal is to evaluate
how different versions of an ADS behave when encountering a pedestrian under various weather conditions.
The space & includes all possible scenarios defined by factors such as road geometry, traffic density, and initial
pedestrian placement. The space Q includes possible perturbations, such as changes in weather (e.g., fog or rain),
derived from an MR expecting the ADS to reduce speed when visibility decreases. The specific factors and their
value ranges defining § and Q depend on the subject system and the simulation environment in which it operates.
Now, given a source scenario s €8 with clear visibility, applying a perturbation q € Q yields a follow-up scenario
q(s) with reduced visibility. The function AE,,(s, g) then measures how inconsistently the two ADS versions
respond to the same visibility change, specifically quantifying the difference in the extent to which they violate
the expected speed reduction behavior defined by or. A larger value indicates greater inconsistency between
system versions in meeting the expected MRs.

Definition 1 (Problem). The problem is to find a set S of scenario-perturbation pairs (s, ) € § x O such that
the extent of violation of the expected output relation or differs between two versions of the AS when applied to
the same perturbed scenario ¢(s):

SP={(s,q) € Sx Q| AE,.(s,q) > 0}

3.3 Challenges
However, assessing the impact of updates presents several challenges:

+ Scalability and Coverage. Thoroughly testing ASs in all conditions is infeasible due to the vast space
of possible execution scenarios. Many factors influence AS behavior, such as road conditions, weather,
traffic dynamics, and pedestrian interactions in the case of ADSs. Ensuring that the testing framework
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effectively captures the full range of behavioral changes between the original and updated versions is a
significant challenge. Without comprehensive coverage, some critical failure cases may go undetected,
posing safety risks.

+ Oracle Problem. Determining whether a behavioral change in the AS constitutes an improvement or a
decline is non-trivial. For example, tasks in ADSs, including perception, planning, and decision-making, are
highly complex, and their correctness cannot usually be explicitly and precisely defined. The unpredictable
nature of real-world traffic conditions further complicates this problem, making it difficult to establish
ground-truth expectations for every possible scenario. The absence of well-defined test oracles can lead
to ineffective evaluations, as it becomes challenging to distinguish between beneficial adaptations and
unintended degradations.

+ Scenario Realism. While artificially constructed edge cases can reveal vulnerabilities, failures found in
realistic scenarios, particularly those closely resembling situations already encountered during system
execution, are often of greater practical importance. Such scenarios are inherently more likely in deploy-
ment, making any detected failure pose a higher operational risk. Therefore, guiding the testing process
toward realistic conditions enhances the relevance of test results, ensuring that identified violations reflect
risks that are plausible in practice rather than purely theoretical.

Interpretability. ASs rely on ML or DL-based components with a vast number of parameters and intricate

decision-making mechanisms. Fine-tuning involves modifying these parameters to optimize performance,

but understanding how these modifications influence overall system behavior is not straightforward.

Without systematic, well-designed testing methodologies, itis difficult to'diagnose issues and ensure that

system changes align with expected improvements.

» Time Constraints. In many scenarios, fine-tuning occurs automatically and frequently, particularly in
self-adaptive systems that continuously refine their models. Given the rapid pace of such updates, an
efficient testing process is essential. The challenge is to develop an automated, fast testing approach that
provides insights into AS behavioral changes without significantly delaying deployment.

Addressing these challenges is critical to ensuring the safety of updated ASs. A robust testing methodology
should efficiently identify behavioral changes, overcome the oracle problem, enable interpretability, and operate
within realistic time constraints.

4 Related Work

This section reviews prior work in two main areas that intersect with our contributions, namely the Search-
based Testing of ASs and the Metamorphic Testing of ASs. We focus on prior work that targets system-level
testing of ASs, including ADSs, drones, and robots, where tests are generated or prioritized using search-based
optimization, fuzzing, or MT in simulation. We exclude studies that address only isolated modules (such as
perception components) or rely solely on random test generation without feedback from system behavior. Within
this scope, we prioritize approaches that aim to uncover safety-critical behaviors and introduce design elements
closely related to our method.

4.1 Search-based Testing of Autonomous Systems

Search-based testing has emerged as a key strategy for the system-level evaluation of ASs across a range of
domains, including autonomous vehicles, aerial drones, robotic platforms, and other complex multi-input Al-based
systems. The central idea is to automate the exploration of complex, high-dimensional scenario spaces using
evolutionary search to uncover failure-inducing behaviors.

Ben Abdessalem et al. [1, 2] pioneered a multi-objective strategy that combines search-based testing with
surrogate models based on neural networks to assess advanced driver assistance systems in simulation. Dreossi et
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al. [23] proposed a compositional, search-based framework tailored for ML-enabled ADSs, leveraging constraints
from both the perception and system input spaces to efficiently isolate counterexamples. Sartori [70] proposed
a simulation-based testing framework for autonomous robots that leverages search-based techniques to guide
the generation and selection of virtual test worlds, incorporating test objectives, prior results, and dynamic
agents. Haq et al. [32] introduced SAMOTA, which employs many-objective optimization with surrogate models
to efficiently surface safety violations by approximating expensive simulations. Kolb et al. [44] developed a set of
fitness function templates tailored for search-based testing of ADSs in intersection scenarios. This work builds on
earlier efforts in highway environments [34] and demonstrates that tailored fitness definitions can significantly
enhance the generation of diverse, safety-relevant tests compared to random testing baselines. Luo et al. [55]
presented EMOOD, a search-based framework that leverages evolutionary strategies to systematically uncover
test scenarios involving compound violations of system requirements. Birchler et al. [6, 7] proposed test case
prioritization strategies aimed at optimizing the fault detection efficiency in regression testing. Their empirical
results demonstrated that their approach can enhance early fault detection and testing efficiency relative to
baseline methods.

Fuzzing techniques have also been employed to trigger faulty behaviors by systematically perturbing operating
scenarios. Originally developed for software testing, fuzzing is the automated, repeated mutation of inputs to
explore a wide range of system behaviors and increase the likelihood of exposing faults. Li et al. [47] introduced
AV-Fuzzer, which leverages genetic algorithms to perturb traffic participants in the Aporro platform [4], leading
to broader discovery of critical safety violations compared to methods such as random fuzzing or adaptive stress
testing. Cheng et al. [14] proposed BehAVExplor, a fuzzing approach that uses unsupervised clustering to model
ego vehicle behavior and guide scenario generation based on behavior diversity and violation potential. Evaluated
on Arorro and LGSVL [68], it outperformed state-of-the-art baselines by detecting a significantly larger and
more diverse set of violations. Crespo-Rodriguez et al. [17] proposed PAFOT, a position-based framework that
models the movements of surrounding traffic agents using a nine-position grid around the ego vehicle and
applies a genetic algorithm to evolve collision-inducing scenarios. To improve local search, PAFOT incorporates
a local fuzzing strategy, which helps uncover additional safety violations near high-risk cases, leading to better
performance than AV-Fuzzer and random testing in CARLA. In a more recent study, Ji et al. [41] proposed DoFuzz, a
search-based framework that generates naturalistic driving scenarios from traffic patterns respecting basic vehicle
dynamics and trajectories learned from real driving data, and prioritizes test executions based on a freshness
score that favors behaviorally novel cases. Evaluated on multiple CARLA Leaderboard [11] driving tasks, DoFuzz
discovered more unique failures and achieved faster convergence compared to BehAVExplor.

Algorithmic innovations have further enriched the field. Gambi et al. [28] integrated search-based testing
with Procedural Content Generation, a technique for algorithmically creating diverse virtual environments, to
automatically construet virtual road scenarios for testing lane-keeping functionality. Goss and Akbas [30] proposed
a two-phase search method that first explores the scenario space broadly and then refines around failure-inducing
cases to focus testing on critical regions. Zheng et al. [91] proposed a quantum genetic algorithm to reduce
the computational load associated with population size. Humeniuk et al. [37] introduced AmbieGen, a modular,
search-based test-generation framework that uses evolutionary algorithms to identify fault-revealing scenarios
for ADSs and robots. In a subsequent study, they proposed RIGAA [38], a reinforcement learning-informed
genetic algorithm that integrates a pre-trained reinforcement learning agent into the evolutionary search process
to improve the efficiency of simulator-based test generation. Evaluated on autonomous robot and vehicle systems,
RIGAA significantly outperformed prior methods, including AmbieGen, revealing more failures in the vehicle
domain and achieving faster convergence in both scenarios.

In summary, search-based testing has proven highly effective in uncovering critical failures in ASs by systemati-
cally exploring scenario spaces and guiding test generation toward high-risk behaviors and thereby surfacing edge
cases. Techniques in this domain have evolved from early multi-objective formulations and surrogate-assisted

ACM Trans. Softw. Eng. Methodol.



Constrained Co-evolutionary Differential Metamorphic Testing for Autonomous Systems with an Interpretability Approach « 13

search to more recent innovations involving fuzzing and behavioral clustering. Despite these advancements,
search-based testing remains computationally expensive, particularly when dealing with high-dimensional
scenario parameters and complex operating scenarios. This cost becomes a critical bottleneck in modern AS
development pipelines, where systems are frequently retrained, fine-tuned, or updated to adapt to new data,
hardware, or operating environments. These challenges highlight the need for scalable and adaptive testing
frameworks that can efficiently identify critical behavioral changes across AS versions and minimize redundant
simulation efforts, to keep pace with the rapid development cycles of modern ASs.

4.2 Metamorphic Testing of Autonomous Systems

Metamorphic Testing (MT) [12, 13] was introduced as a solution to the test oracle problem in domains where
ground-truth output is hard to define. Recent work highlights the effectiveness of MT in many domains, including
ASs, where it enables the detection of failures by checking the consistency of outputs across related inputs rather
than relying on a known ground truth [71].

Lindvall et al. [52] developed a simulation-based testing framework that integrates MT with model-based
testing to automatically generate and evaluate test cases for autonomous drones under variations of geometric
and environmental conditions. Their approach revealed unstable behaviors and critical failure cases, including
collisions and perception failures, demonstrating its effectiveness in uncovering subtle flaws that traditional
methods often miss. Tian et al. [76] introduced DeepTest, which defines transformation-based MRs involving
lighting and weather variations to identify behavioral inconsistencies in Deep Neural Network-based ADSs.
This idea was expanded in DeepRoad [90], which applied generative adversarial networks to generate high-
fidelity weather conditions, enabling more realistic and effective scenario transformations. Han and Zhou [31]
employed a metamorphic fuzzing approach, using MRs to filter false positives by identifying genuine faults among
automatically generated edge-case scenarios. In a more recent effort, Cheng et al. [15] developed Decictor, a
scenario-based MT framework aimed at assessing optimal decision-making in ADSs. By applying minor, carefully
controlled changes to the driving environment, Decictor identifies situations where the system diverges from
the optimal trajectory without altering the ground-truth path. Fredericks et al. [26] proposed DroneMR, an
MT framework for drone systems that combines evolutionary search with contextual MR inference to detect
failures under uncertain conditions. Applied to a micro-drone platform in simulation, DroneMR generated diverse
operating contexts and corresponding metamorphic test cases, showing its potential for both design-time and
run-time validation in safety-critical settings.

Overall, MT provides a practical means to detect failures in both module-level and system-level testing of ASs,
especially in the absence of a test oracle. Its power lies in the definition of MRs that express consistent behavioral
expectations under controlled input modifications, enabling the detection of latent inconsistencies. Nonetheless,
one major limitation lies in the difficulty of formulating comprehensive and safety-relevant MRs, especially in
dynamic, real-world operating scenarios characterized by environmental variability and unpredictable agent
interactions. The task of identifying effective MRs often requires significant domain expertise and manual effort,
making automation a persistent open challenge [48]. However, because MRs encode general behavioral properties
rather than exact output specifications, they can remain effective even when only partially specified, as violations
of these MRs may still indicate anomalous or flawed behaviors.

4.3 Discussion

The current body of research identifies search-based testing and MT as the two principal methodologies for
system-level evaluation of ASs. Search-based testing has proven effective at systematically exploring large,
complex scenario spaces to uncover rare but safety-critical failures, benefiting from advancements such as
surrogate modeling, behavior-guided fuzzing, and other innovative approaches. On the other hand, MT has
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emerged as a practical solution to the oracle problem, enabling validation in scenarios where ground-truth
outputs are unavailable by checking the consistency of outputs under controlled input transformations defined
by MRs.

Despite the progress achieved by existing techniques, several limitations remain that hinder their practical
deployment in real-world AS development cycles. Most notably, current search-based approaches are computa-
tionally expensive, requiring extensive simulation time and resources to explore high-dimensional scenario spaces.
This limitation becomes especially problematic in modern development settings, where ASs are continuously
updated to accommodate new environments, system configurations, or operating policies. In such contexts,
the cost of re-running full-scale test campaigns after each system update is prohibitive. Furthermore, current
approaches assess ASs in isolation, so they cannot reveal whether a newly discovered failure is a longstanding
flaw or a degradation introduced by the latest software update. This inability to distinguish degradations from
persistent issues makes it difficult for developers to prioritize fixes, allocate debugging resources effectively, and
assess the impact of recent updates on system safety. Finally, existing methods typically lack mechanisms for
fault interpretability, offering little insight into why failures occur or which scenario attributes most contribute
to inducing unsafe behaviors. This lack of explanatory power limits their utility in iterative development, where
actionable feedback is essential for effective debugging and refinement.

Building on these observations, our work investigates how to integrate search-based testing and MT into a
unified framework that addresses the practical limitations of current approaches. The central question we explore
is how to design a testing methodology that remains effective and efficient in uncovering critical behavioral
failures induced by system updates, while also providing insights into the key attributes of failure-inducing
scenarios.

5 Our Approach

Fig. 1 presents an overview of our proposed approach, Cooperative Co-evolutionary differential and Metamorphic
Automated Generator for Interpretable Cases in autonomous systems (CoCoMagic). Our approach integrates a
constrained archive-based CCEA with DT and MT to effectively and efficiently generate test cases that expose
differences in MR violations between two versions of an AS. CCEA decomposes the original high-dimensional
search problem into lower-dimensional subproblems, each handled by an independent population, not only
enabling parallelism but also increasing the efficiency of the search process [56]. Specifically, we cast the problem
as a two-population CCEA: the first population explores source scenarios, and the second consists of perturbations
derived from the predefined MRs. Archive structures store elite individuals from both populations to guide the
search toward promising regions of the space. Through collaboration, individuals from both populations combine
to form complete test cases, i.e., complete solutions, that reveal differences in MR violations. To further guide the
search, we use a set of MRs that share the same output relation, allowing the search to explore a broader, more
diverse range of test cases while ensuring that each candidate test case directly targets relevant relation violations.
Additionally, constraints ensure that the generated test cases remain as relevant and realistic as possible in
real-world conditions. Finally, root cause analysis is performed on the generated complete solutions to interpret
and explain the observed differences in MR violations between the two AS versions.

In the following sections, we first introduce a fitness evaluation framework (Section 5.1), which incorporates a
joint fitness function [63, 87] for measuring the difference in MR violations in complete solutions formed through
collaboration between individuals from the two populations, as well as an individual fitness function [63, 87]
for assessing each individual’s contribution. We then describe how constraints are incorporated into the search
process to ensure that all generated solutions remain applicable to real-world conditions (Section 5.2). Next, we
present our constrained CCEA-based search algorithm, which leverages the fitness functions and constraints
to effectively guide the search (Section 5.3). Other components of the approach follow our previous approach
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Fig. 1. Overview of CoCoMagic.

introduced in Section 2.5 and are reused here without modification. Finally, we describe the root cause analysis
applied to the generated complete solutions, which helps interpret and explain the observed differences in MR
violations between the two AS versions (Section 5.4).

5.1 Fitness Function

We aim to define fitness functions that effectively guide the search toward solutions that maximize the difference
in MR violations between two versions of an AS. To this end, we first introduce a method for quantifying the
extent of MR violation between a source and a follow-up scenario. We then extend this definition to compute the
difference in MR violations between two versions of the AS.

Definition 2 (Extent of MR violation). Given a system under test V, a source scenario s and a perturbation
q derived from a set of MRs that share the same output relation or, and a function D,, which quantifies the
deviation from or, we define the extent of violation of or as follows:

E(s, g, V, Dyy) := Do (V(s), V(q(s)) (1)
where V(s) and V(q(s)) denote the outputs produced by the system V when executing the source scenario s and
the follow-up scenario g(s), respectively.

The exact formulation of D,, depends on the specific or of the MR in use, and thus the extent of violation is
computed accordingly. For example, if or specifies that the output time series of the ego vehicle’s speed should
remain unchanged between the source and follow-up scenarios, D, can be defined as the mean absolute difference
between matched points in the two speed series. The matching can be performed either pairwise by time index
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or using more advanced alignment algorithms, e.g., to handle temporal shifts or unequal lengths. Accordingly,

we can define D,, as follows:

1

Dy (T, Tq) = M « tZ)EM (Its - tq| -9
slq

where M C T, x T, denotes the set of matched point pairs between the two time series T and T, and § is a
tolerance threshold that accounts for acceptable deviations due to noise or minor variations.

Eq. (1) captures how much the behavior in the follow-up scenario deviates from what is expected. A higher
value indicates a greater deviation, suggesting a more significant violation of the metamorphic relation. In Eq. (1),
the pair (s, g) constitutes a complete solution.

Definition 3 (Difference in MR violations). Given a source scenario s and a perturbation g derived from a set of
MRs with the same output relation or, and two versions of an AS, denoted V,,r and Vi, the difference in MR
violation between the two versions is defined as follows:

Di]f(s! CI) = |maX(E(s, q, Vtest! Dor)5 0) - maX(E(s, q; Vrefa Dor)’ 0)| (2)

We use the maximum of E and 0 to ignore negative values of E, which indicate no violation of the given MRs.
In such cases, the difference is not meaningful and should not affect fitness; as our primary objective is to identify
complete solutions that reveal behavioral divergences in MR violations. Eq. (2) quantifies how differently the two
system versions respond to the same set of MRs, highlighting changes that strengthen or alleviate MR violations.
In our framework, Diff serves as the joint fitness function, which we aim to maximize during the search process
to identify complete solutions that best expose behavioral discrepancies between the two versions.

To guide the optimization of each population independently, we define an individual-level fitness function that
captures how well a given scenario or perturbation contributes to the discovery of differences in MR violations.
This function assesses each individual based on its best-performing collaboration with members of the opposite
population. For a source scenario, its fitness is computed as the highest violation difference it produces when
paired with any perturbation from the current population. Conversely, for a perturbation, its fitness corresponds
to the maximum violation difference observed across all source scenarios with which it is combined.

Definition 4 (Individual Fitness Function). Formally, given an individual i, its fitness is defined as follows:

max; (Diff (i, qj)) if i is a scenario

fitness(i) == { ®3)

max; (Diff (s;, i)) if i is a perturbation

where each g; or s; is drawn from the opposite population.

5
This approach encourages individuals to specialize in combinations that are most likely to reveal behavioral
differences between system versions. Prior work has shown that relying on the maximum fitness obtained with

collaborators, rather than the average or minimum, leads to more effective co-evolutionary outcomes [8, 9, 63, 80].

5.2 Constraints

During deployment, an AS continuously operates in an evolving environment and is therefore exposed to
operating conditions that reflect the current state of the environment. When the system is updated (e.g., retrained)
to adapt to such changes, these recently observed conditions become particularly important for evaluation, as
they are up to date and grounded in real-world execution. To capture these conditions, we run simulations of the
system under test, monitor environmental conditions as they arise, and collect a representative set of execution
scenarios that characterizes operating conditions. This collected set is then used to constrain the subsequent
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search for the updated version, ensuring that generated test cases remain aligned with realistic execution-time
scenarios to an extent configurable by engineers.

During the scenario collection phase, the framework continuously monitors system behavior and environmental
conditions, encoding each encountered situation in terms of its salient features (e.g., environmental context and
agent behavior). As new situations arise, their feature representations are compared against those of previously
recorded scenarios, and only sufficiently distinct or representative scenarios are retained in order to avoid
redundancy. Over time, this novelty-driven filtering process yields a compact yet diverse set of execution
scenarios that captures a wide range of operational conditions and serves as a basis for constraining the search.

To enforce relevance, we quantify how similar a generated complete solution is to these real-world execution
scenarios by measuring its dissimilarity to a set of execution scenarios $ collected in execution time: This constraint
biases the search toward solutions that are realistic and operationally grounded, ensuring that generated test
cases reflect conditions the system has recently encountered and is likely to encounter again in practice.

Definition 5 (Dissimilarity to execution scenarios). Given a source scenario s, a perturbation ¢ derived from a
set of MRs sharing the same output relation, and a set of execution scenarios $, the dissimilarity of the complete
solution formed by s and g to § is defined as:

Dissim(s, ¢,$) == min (min (dist(i, }))) 4)
i€{s,q(s)} JjES
where ¢(s) denotes the follow-up scenario and dist(i, j) represents a distance measure between scenarios i and j.

A typical choice for dist, which accommodates both continuous and categorical variables, is the heterogeneous
distance metric as introduced in Section 2.5.2. Eq. (4) measures how dissimilar a complete solution is from the
set § by considering the minimum distance between either the source or follow-up scenario and its nearest
neighbor in §. This approach ensures that at least one component of each complete solution closely resembles a
real execution scenario from $, preserving relevance. Using the minimum rather than the average distance avoids
inflating dissimilarity when a complete solution is very close to one scenario but far from others, which can
result in a misleadingly moderate average that suggests the solution is farther from the set than it actually is.
This constraint helps maintain the plausibility and practical relevance of the generated test cases, focusing the
search on behavior differences that are not only theoretically interesting but also applicable in real-world AS
deployments.

5.3 Algorithm

Building on the fitness functions defined in Section 5.1, the constraints described in Section 5.2, and other
components reusedfrom our previous approach introduced in Section 2.5, this section presents our proposed
algorithm.

Algorithm 1 presents the pseudocode of our algorithm. It takes as input a population size n and a set of
execution scenarios $;and it outputs an archive X containing distinct complete solutions. The algorithm begins
by initializing two populations: a scenario population P, which is either randomly generated or sampled from $
(line 1), and a perturbation population P, (line 2). Sampling the scenario population from execution scenarios
enhances both the diversity of the initial population and its relevance to real-world conditions. The choice of
initialization strategy influences the similarity of the resulting complete solutions to real-world scenarios, as
further discussed in Section 7.3. Corresponding population archives X; and X, are created at lines 3 and 4. An
empty archive of complete solutions X is also initialized at line 5. The core of the algorithm is a co-evolutionary
process where P and P, co-evolve, guided by X and X, until a predefined stopping condition is met (line 6).
This process consists of the following iterative steps: (1) Evaluating the fitness of individuals in both P, and P,
updating the archive X with complete solutions and their joint fitness values as determined by the two system
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Algorithm 1: Cooperative co-evolutionary algorithm.

Input: Population size n
Dissimilarity threshold 0
Execution scenarios §

Output: Archive of complete solutions X

[

Population of scenarios P, « initPopulation(n);

)

Population of perturbations P, « initPopulation(n);

©

Archive of scenarios X, < P;

'S

Archive of perturbations Xq «— P ;

«

Archive of complete solutions X < @;

o

while not(stopping condition) do

7 PS,Pq,X “— assessFitness(Ps,Pq,XS,Xq,X, 0,9);
8 X, < updatePopulationArchive(P,);

9 Xq < updatePopulationArchive(P,);

10 P, « breed(P,) U X,;

11 Py« breed(Pq) UXg

12 end

13 return X;

versions (line 7); (2) Updating the population archives X; and X, based on individual fitness values (lines 8-9);
and (3) Breeding new individuals for P; and P, and merging them with X, and X, to form the next generation of
both populations (lines 10-11). After the stopping condition is satisfied, the algorithm returns the final archive X
(line 13).

The function assessFitness initially computes joint fitness values for complete solutions formed by combining
individuals from P, P, X, and X,. To improve computational efficiency, complete solutions that already exist in X
are excluded from re-simulation, avoiding redundant evaluations. After updating the archive X, each individual’s
fitness value is assigned based on the joint fitness obtained from the complete solutions it contributes to. Finally,
fitness clearing [64] is applied to each population to maintain variety within the populations, reducing the risk
of premature convergence [64] and the impact of genetic drift [69], which causes the population to converge
towards individuals that' resemble those with high fitness [24, 29, 36, 57].

The pseudocode for assessFitness is provided in Algorithm 2, with the following inputs: the population of
scenarios Pg, the population-of perturbations P, the population archive of scenarios X;, the population archive
of perturbations Xq, the archive of complete solutions X, the dissimilarity threshold 8, and the set of execution
scenarios $. The function returns updated populations Py and P, with assigned individual fitness values, along
with an updated archive X incorporating newly created complete solutions and their corresponding fitness values.
The algorithm begins by generating an initial set of complete solutions by combining individuals from both
populations and population archives (line 1). Specifically, each individual in P, collaborates with every individual
in Xq, and vice versa for Pq and X,. For each generated complete solution cs (line 2), if cs € X, i.e., cs has not been
previously evaluated (line 3), it is evaluated by executing both versions of the AS (line 4). The difference in MR
violations between the two versions is then quantified using Eq. (2) (line 5), and cs, along with its evaluated result,
is added to X (line 6). Upon updating X, the algorithm assigns fitness values to all individuals in both populations.
For each population P € {Ps,Pq} (line 9) and for each individual i € P (line 10), the individual fitness of i is
determined as the maximum joint fitness obtained from all complete solutions involving i, calculated according to
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Algorithm 2: assessFitness

Input: Population of scenarios P
Population of perturbations P,
Archive of scenarios X;
Archive of perturbations X,
Archive of complete solutions X
Dissimilarity threshold 0
Execution scenarios $
Output: Updated population of scenarios P;
Updated population of perturbations P,
Updated archive of complete solutions X

[

Set of complete solutions CS « collaborate(Ps,Pq,XS,Xq);

2 foreach Complete solution cs € CS do
3 if cs ¢ X then
4

execute(cs);

5 cs.fitness <— Diff (cs.s, ¢s.q);

6 X < X U{cs};

7 end

s end

s foreach Population P € {P,, P;} do
10 foreach Individual i € P do

11 i.fitness < assessIndividualFitness(i, X);
12 if Dissim(i.s, i.q,S) > 0 then
13 ‘ i.fitness < Mﬂ%
14 end

15 end
16 fitnessClearing(P);
17 end

18 return P, Pq, X;

Eq. (3) (line 11). This strategy of assessing individual fitness using an elitist approach (i.e., selecting the individual
with the highest fitness value) aligns with findings from previous experimental research [54, 56, 89]. Next, the
algorithm applies a penalty to the individual fitness if the dissimilarity between the individual i and the execution
scenario set S, as defined in Eq. (4), exceeds the threshold 0 (line 12-13). The penalized fitness is computed as:

tness

fitness = ec(mjiim(% (5)
where fitness,,,, denotes the individual fitness value before penalization and c is a constant that controls penalty
severity. This exponential-decay penalty function [58] ensures that individuals with greater dissimilarity to
execution scenarios receive fitness values that decrease exponentially. Finally, the algorithm performs fitness
clearing on each population P (line 16). The algorithm concludes by returning the updated Py, P;, and X (line 18).

The function updatePopulationArchive updates the population archives X, and X, which play a key role in
guiding the search process. Each individual collaborates with archive members to form complete solutions,
which are evaluated for fitness. Several strategies can be employed to update these archives, such as selecting
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individuals with the highest fitness values or choosing individuals at random [56]. To balance exploitation and
exploration, a hybrid approach may be used, i.e., selecting the top-performing individual along with randomly
chosen individuals [56, 74]. In our case study, we adopt a hybrid approach that selects the individual with the
highest fitness and fills the remaining with individuals that maximize the overall diversity of the archive, as
described in Section 2.5.2. This ensures that high-fitness solutions are retained while preserving diversity within
the archive, promoting broader exploration of the search space, and helping to prevent premature convergence
on suboptimal solutions.

The function breed generates new individuals by combining selected parents from the current populations.
This process drives exploration of the search space and supports the discovery of better solutions over successive
generations. It relies on selection, crossover, and mutation operators to produce offspring that inherit charac-
teristics from their parents while introducing variation to maintain diversity. Our algorithm is designed to be
flexible, allowing users to define and configure selection, crossover, and mutation operators tailored to the specific
representations of scenarios and perturbations. This user-defined setup ensures adaptability to various ASs and
problem contexts, while preserving compatibility with the structure and constraints of the search space. In the
domain of ADS testing, the selection, crossover, and mutation operators described in Section 2.5:3 can be applied
to both scenarios and perturbations.

5.4 Root Cause Analysis

After generating MR-violating solutions that elicit behavioral differences between two ASs, we introduce an
interpretability approach designed to analyze the root causes of these differences in MR violations. Our goal is to
uncover the underlying reasons behind the observed behavioral differences, enabling engineers to understand
under which conditions the two versions behave differently and how significantly those conditions contribute to
the differences. To this end, we extract interpretable rules that describe the behavioral differences between the
two versions of an AS. These rules specify, in a human-readable format, the conditions under which differences
occur and quantify the extent to which each rule contributes to the observed differences in MR violations. This
analysis helps identify potential degradations in the updated AS and enables targeted improvements to enhance
system safety, especially by focusing on high-impact conditions.

To extract interpretable rules that explain behavioral differences between two versions of an AS, we employ
RuleFit [27], a method that generates human-readable rules derived from decision trees trained on input data.
According to Margot et al. [60], RuleFit is the most accurate rule-based algorithm in their evaluation of predictive
performance. RuleFit operates by first training an ensemble of decision trees (we use GBDTs in CoCoMagic)
and converts each tree’s decision paths into binary rules, where each rule represents a specific combination of
feature conditions (e.g., ego vehicle speed > 70km/h and weather = foggy). These derived binary rules are then
combined with the original features in a sparse linear regression model using Lasso regularization [77]. Lasso
assigns weights to both raw features and derived rules, automatically filtering out less important ones through
coefficient shrinkage; thereby improving interpretability and focusing attention on the most relevant patterns.

In our context, we apply RuleFit to analyze the differences in MR violations between two versions of an AS
by training a model on the generated complete solutions. Each input vector represents a scenario-perturbation
pair, i.e., a complete solution incorporating features from both the source scenario and the follow-up scenario
resulting from applying perturbations. These features typically include continuous and categorical variables, such
as ego vehicle initial speed, object positions, and environmental conditions relevant to testing ADSs. To ensure
compatibility with RuleFit, preprocessing such as one-hot encoding is often required for categorical features,
converting them into binary indicators that the model can process alongside continuous variables. The target
variable is the observed difference in MR violations between the two system versions for each complete solution.
In the end, the RuleFit model outputs a set of human-readable IF-clause rules along with coefficients and support
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values for the original and derived features. Each rule’s coefficient quantifies its contribution to predicting the
difference in MR violations, while the support value indicates the proportion of complete solutions where the
rule’s conditions hold.

By examining these rules, we can identify scenario patterns that most strongly influence behavioral differences
between the two versions. For example, a rule such as “IF ego vehicle speed > 70km/h AND foggy weather =
true, THEN the difference in MR violation increases by 2.5” suggests that under high-speed, foggy conditions,
the two system versions behave more inconsistently, with the updated system likely exhibiting a higher MR
violation. The increased value of 2.5 indicates the magnitude of this effect on the difference in MR violations. If
the average difference in MR violations across all complete solutions is, for instance, 1.0, this rule highlights a
significant deviation from the norm. Such insights help developers and testers focus their efforts by highlighting
specific scenario conditions where updates may have introduced unintended behaviors or safety risks. These
interpretable rules directly support both root cause analysis and actionable decision-making, such as prioritizing
which scenario types to investigate further or monitor more closely in future system updates.

6 Empirical Evaluation

In this section, we empirically evaluate the effectiveness and efficiency of CoCoMagic for generating test cases
that reveal differences in MR violations between two versions of the AS‘under test, comparing it against two
baseline methods. We further investigate how the use of constraints and population initialization strategies
affects the similarity between the identified test cases and the execution scenarios that represent real-world
operating conditions. Finally, we assess how our interpretability approach helps capture the underlying root
causes of the observed differences in MR violations between the two ASs under test. Specifically, we answer the
following Research Questions (RQs).

RQ1: How effectively can CoCoMagic find test cases revealing differences in MR violations compared to baseline
methods?

To answer RQ1, we evaluate the performance of different search methods in terms of the number of distinct
complete solutions identified that reveal the differences in violations of predefined MRs within a given search
budget.

RQ2: How efficiently can CoCoMagic find test cases revealing differences in MR violations compared to baseline
methods?

To answer RQ2, we examine the speed at which different search methods identify distinct complete solutions
that reveal the differences in violations of predefined MRs.

RQ3: To what extent do the applied constraints and population initialization strategies affect the similarity of
identified test cases to execution scenarios?

To answer RQ3, we analyze the impact of constraints and population initialization strategies. First, we evaluate
how these factors affect the similarity between the identified complete solutions and the execution scenarios.
Next, we assess their effect on the overall effectiveness of the search process. Understanding these aspects is
essential to determine whether our approach effectively guides the search toward more realistic solutions and to
identify any potential negative side effects.

RQ4: To what extent does our interpretability approach contribute to identifying the root causes of the differences
in MR violations?

To answer RQ4, we examine the accuracy and support of interpretable rules, extracted from the identified
complete solutions, in explaining the observed differences in MR violations. Further, we ask four industrial
experts to provide feedback on the rules via a questionnaire study.
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6.1 Subject Systems and Simulation Environment

Our experiments were conducted using CARLA [22], a widely used open-source simulator tailored for autonomous
driving research. CARLA enables the creation of complex, interactive driving scenarios featuring configurable
weather, traffic, and environmental elements. To ensure realistic perception and behavior, we incorporated
INTERFUSER [73], a state-of-the-art multi-modal end-to-end ADS that ranks among the top performers on the
official CARLA Leaderboard [11]. INTERFUSER fuses data from LiDAR and Camera sensors to deliver rich scene
information.

To compare two realistic iterations of the same ADS, we considered two versions of INTERFUSER, namely a
reference version (V) and an updated test version (Vieg). Vier corresponds to the original INTERFUSER model
released by its authors. To obtain V., we followed the official retraining workflow provided with the framework.
Specifically, we generated an additional training dataset using the provided data-collection pipeline. We then
retrained the original INTERFUSER model on this newly collected dataset, thereby yielding an updated version.
This construction of V¢ and V,.i; mirrors a common iteration cycle in practical AS development, where an
existing model or component is updated by retraining on newly acquired operational data.

Experiments were executed on a dedicated high-performance server equipped with 56 CPU cores and 2 GPUs
(each with 48GB of memory). To increase throughput, we deployed 4 parallel CARLA instancesin separate Docker
containers, leveraging CUDA 12.4 for GPU-accelerated computation. This setup enabled concurrent scenario
evaluations at scale using CARLA version 0.9.10.1.

6.2 Baseline Methods

Since our work is the first to systematically generate test cases aimed atrevealing differences in MR violations
between two versions of an AS, there are no existing methods tailored for this exact problem. To enable meaningful
comparison, we evaluate CoCoMagic against two baseline strategies that reflect commonly used search paradigms
in test generation.

» Random Search (RS): This baseline involves generating test cases through uniform random sampling
without any guidance from fitness feedback. Although simple, RS provides a useful reference point to
assess the inherent difficulty of the search and the value of guided optimization.

» Standard Genetic Algorithm (SGA): This variant applies a standard genetic algorithm [35] using a
single population, treating the entire solution space as a uniform search domain. Unlike our method, it
does not differentiate between scenario structure and perturbation behaviors. Comparing with SGA helps
highlight the benefits of our cooperative co-evolutionary setup.

By including these two baselines, we aim to illustrate both the relative performance gains achieved through
guided search and the contribution of our modular co-evolutionary design to the quality and diversity of the
generated test cases.

To investigate the impact of constraining mechanisms and population initialization strategies on the effec-
tiveness of CoCoMagic, we designed different variants of CoCoMagic with specific configurations. The first
configuration represents the standard constrained version, where the search is forced to remain within a specified
similarity to recorded execution scenarios. In the second configuration, denoted as CoCoMagic\c, the constraint
was removed to assess its influence on the quantity and quality of generated test cases. To evaluate the effect
of the initialization strategy, we introduced an alternative method, termed Runtime Initialization (RI), in which
the initial population is sampled directly from previously collected execution scenarios rather than generated
randomly. We applied this initialization strategy to both the constrained and unconstrained variants, yielding 4
experimental configurations in total.
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To assess the interpretability of the rules extracted by our approach, we compare RuleFit used in CoCoMagic
against two baseline methods, i.e., Random Forest (RF) and Gradient Boosted Decision Tree (GBDT), both commonly
used for regression tasks.

6.3 Execution Scenarios

We collected a diverse set of execution scenarios by running INTERFUSER in CARLA Leaderboard environments.
CARLA Leaderboard is a standardized evaluation framework that enables running an ADS through a variety of
driving tasks in simulated urban environments. We collected these scenarios across four towns and eight distinct
weather conditions, including clear skies, light rain, and heavy rain, under varying lighting conditions, e.g., noon
and sunset.

To ensure temporal and spatial diversity, we sampled execution scenarios at fixed time intervals (every 5
seconds), with a random offset from the start of each route execution. We also limited the number of sampled
scenarios per route-weather configuration to encourage balanced coverage, resulting in approximately 800 distinct
execution scenarios used for our experiments. These execution scenarios are used for the constraining mechanism
and population initialization strategy in CoCoMagic and its variants.

6.4 Metamorphic Relations

Table 1. MRs involved in the experiments.

Category MR Description

§ MR,”  If a pedestrian appears on the roadside, then the ego vehicle should slow down.
E MRQ*"(r If the driving time changes into night, then the ego vehicle should slow down.
%; E MR;r Adding a vehicle in the front of the ego vehicle; the speed of the ego vehicle should decrease.
'§ MR4T Adding a pedestrian in the front of the ego vehicle, the speed of the ego vehicle should decrease.
& MR5T Changing from sunny to rainy, the speed of the ego vehicle should decrease.

MRéi In a given driving scenario where the ego vehicle detects a target obstacle and attempts to avoid a
collision, the ego vehicle should keep the steering unchanged when the speed of the ego vehicle
changes (increased or decreased by a certain factor).

8 MR7¢ In a given driving scenario where the ego vehicle detects a target obstacle and attempts to avoid a
é collision, the ego vehicle should keep the steering unchanged when adjusting (i.e., scaled down or
A § up) the size of the ego vehicle.
O % MRSi In a given driving scenario where the ego vehicle detects a target obstacle and attempts to avoid a
g collision, the ego vehicle should keep the steering unchanged when adjusting (i.e., scaled down or
< up) the size of the target obstacle.

Mjof' In a given driving scenario where the ego vehicle detects a target obstacle and attempts to avoid a
collision, the ego vehicle should keep the steering unchanged when changing the position of the
ego vehicle.

MRlOi In a given driving scenario where the ego vehicle detects a target obstacle and attempts to avoid a
collision, the ego vehicle should keep the steering unchanged when changing the speed of the target
obstacle.

MRHi In a given driving scenario where the ego vehicle detects a target obstacle and attempts to avoid a
collision, the ego vehicle should keep the steering unchanged when adding additional actors.

" These MRs are derived from study [20].
 These MRs are derived from study [19].
# These MRs are derived from study [40].
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We used a set of 11 MRs from Table 1, drawn from established research [19, 20, 40], selected for compatibility
with both the ADS under test and the simulation platform. Some MRs from prior literature were excluded due to
incompatibility with the constraints of our simulator. For instance, an MR that requires replacing background
buildings with trees could not be used, as it would require modifying the static map provided by Carra, which is
not feasible within our experimental setup. When applying these MRs, we ensured that the generated source
scenarios satisfied their preconditions. For example, to apply MR,, the source scenario must contain a target
obstacle that the ego vehicle can detect and attempt to avoid. Consequently, the selected MRs are both valid and
implementable within the CArLA simulation environment. Although these MRs are specified at a high level of
abstraction, they can be concretely instantiated through appropriate parameterization and scenario configuration.
For instance, changing the position of the ego vehicle can be realized by adjusting its spawn point from one lane
to another in the CarLA simulator.

To facilitate evaluation, we grouped the MRs into two categories, i.e., GP; and GP,, based on their output
behavior. GP; includes MRs with expected speed reductions in response to environmental or traffic changes. GP,
captures invariance-based relations, i.e., changes in actors should not significantly alter the vehicle’s steering
behavior.

In the following subsections, we report the results for GP;. The outcomes for GP, are consistent with those of
GP;, thereby demonstrating the robustness of CoCoMagic across different MR groups. To avoid redundancy, the
detailed results for GP,, including all supporting figures, are presented in the appendix.

6.5 Parameter Settings

All methods were executed with a simulation budget of 500 scenario evaluations, chosen based on pilot experiments
that demonstrated sufficient convergence behavior under this limit. To ensure fair comparisons, each method was
allowed to use up to 500 scenario evaluations. Additionally, to mitigate the impact of simulator nondeterminism,
we applied a re-evaluation procedure in the simulator-based violation assessment. Each test case was first
simulated once, and if its resulting MR violation exceeded a minimum threshold of 0.2, it was re-executed
twice. The final violation value was then obtained by aggregating the three violation values using their median.
This strategy was adopted to limit the effect of simulation noise on promising candidates while keeping the
computational cost manageable.

We configured each method to.use a population of 5 individuals, balancing between computational cost and
search effectiveness. Given the high cost of each fitness evaluation (approximately two minutes per test case),
this smaller population size aligns with common practice in search-based testing literature [3, 16]. For both
CoCoMagic and SGA, we adopted tournament selection with a size of 3, which strikes a good balance between
exploration and exploitation [42, 46, 79]. This choice also helps avoid premature convergence, especially in small
populations. The SGA baseline employs the same fitness function as the joint fitness function used in CoCoMagic,
but applied to a single population whose individuals have the same structure, consisting of both source scenarios
and perturbations. Accordingly, we employed the same mutation and crossover operators for both CoCoMagic
and SGA, with the mutation and crossover rates set to 0.2 and 0.8, respectively, consistent with recommendations
in the evolutionary computation literature [62, 72]. As for CoCoMagic, which relies on cooperative co-evolution,
we tuned its specific hyperparameters via lightweight exploratory runs. The final settings included an archive
size of 3 per population. The penalty severity constant ¢ in Eq. (5) was set to 6.66 based on pilot experiments that
balanced constraint satisfaction and search exploration.

Due to the nature of population-based algorithms, some methods may slightly exceed the 500-simulation
budget per run, since evaluations occur in batches. In such cases, the actual number of simulations consumed
per generation can vary between methods, leading to misalignment in budget usage. To ensure consistent
comparisons, we applied linear interpolation on all evaluation metrics at points where the actual simulations
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deviated from the predefined budget. This process estimates metric values precisely at the intended search budgets
by interpolating between the closest available points, enabling a fair assessment under an aligned computational
budget.

6.6 Evaluation Metrics

To evaluate the effectiveness of different methods in identifying test cases that reveal differences in MR violations
between two ADSs, we introduce the following metrics:

+ Distinct Solutions (DS) denotes the number of distinct complete solutions that expose significant
behavioral differences between the ADS versions. We require such solutions to satisfy the following
conditions: (1) its fitness value, i.e., the measured difference in MR violations across ADS versions, exceeds
a predefined fitness threshold Qf, and (2) it is sufficiently different from other selected solutions based on
a minimum distance threshold 8,;. Formally, let CSy; be the set of complete solutions identified by method
V that satisfy the above criteria. The number of distinct solutions is defined as DS(V) := |CSy/|.

« Fitness quantifies the degree to which a complete solution exposes behavioral differences in MR violations
between the two ADSs, with larger absolute values indicating more pronounced differences.

To evaluate the efficiency of different methods, we analyze the DS metric as a function of the search budget
and employ the following additional metrics:

+ Area Under the Curve (AUC) measures the area under the DS-budget curve, providing an aggregate
measure of how quickly a method accumulates distinct complete solutions over the course of the search,
where higher values indicate that a method finds more distinct solutions earlier during the search. This
metric is particularly suitable for our setting, as it captures both the speed and volume of distinct solutions
discovered, two central factors in assessing test generation efficiency. It allows us to compare algorithms
not only at final budget levels but throughout the entire simulation horizon.

+ Execution Time records the wall-clock time taken by each method to complete the search within
the allocated budget. This metric provides complementary insights into the algorithms’ computational
efficiency, highlighting differences in their computational costs and offering a practical perspective on
their suitability for cost-sensitive testing scenarios.

To evaluate the realism of the generated test cases, we employ the following metric:

+ Average Execution Distance (AED) measures how closely the generated complete solutions resemble
real-world execution scenarios. For each test case, we compute its distance to the nearest execution
scenario (see Eq. (4)) and then aggregate these values by averaging over all test cases in a given run. This
metric provides insightsinto how well the generated scenarios align with observed real-world scenarios.

To evaluate the interpretability of the rules extracted from the identified complete solutions, we utilize the
following metrics:

+ Mean Absolute Error (MAE) is a widely used metric for evaluating the accuracy of predictive models,
measuring the average magnitude of errors between predicted and actual values [39, 82]. In our context,
MAE quantifies how accurately the interpretable rules characterize the differences in MR violations
between two versions of the ADS under test. A lower MAE value indicates greater model accuracy in
capturing behavioral differences. Specifically, MAE calculates the mean of the absolute differences between
each pair of predicted and true values:

1
MAE = Z lvi = ¥il
|‘SSD’| ieSP
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where §P’ denotes the set of complete solutions, y; is the observed difference in MR violations for a
given complete solution, and y; is the predicted value.

« Support evaluates the extent to which the extracted interpretable rules cover the identified complete
solutions, which is essential for their practical usefulness. A complete solution is considered supported if
there exists at least one rule whose conditions are satisfied by the solution. A higher support indicates that
the rules effectively capture the characteristics of a larger portion of the identified complete solutions.

6.7 Experiment Design

6.7.1 Design for RQ1. To answer RQ1, we evaluate the effectiveness of CoCoMagic in identifying test cases,
i.e., complete solutions, that amplify safety-related behavioral differences between two versions of INTERFUSER.
Unlike existing MR approaches that target outright violations of predefined properties, our objective is to identify
solutions that exhibit large discrepancies in their effects on the two ADS versions. We compare CoCoMagic
against the two baseline methods under the same search budget, using the DS metric as the primary indicator of
effectiveness.

To ensure a comprehensive evaluation, we assess each method under multiple configurations of the fitness
threshold 6 and distance threshold 6;. The fitness threshold controls the required degree of behavioral difference
between the two ADSs, reflecting the severity of the identified complete solutions; higher values correspond to
greater differences. The distance threshold, on the other hand, governs the minimal dissimilarity between retained
solutions, thus controlling the diversity of the complete solutions. By exploring a wide range of threshold values,
we can compare the performance of different approaches under varying demands for the severity and diversity
of the generated complete solutions. Specifically, we use Gf € {1.0,1.3,1.5,1.8,2.0, 2.3} to cover a meaningful
spectrum of severity constraints applied on the generated test cases. This range was chosen to approximately
span the 80th percentile of the fitness values observed in our experiments (around 2.3), ensuring that the selected
thresholds capture realistic and informative levels of severity. Solutions with fitness below 1.0 are excluded due
to their limited discriminative value and minimal impact. For 6;, we consider values from 0.0 to 4.0 in increments
of 0.4, covering a range of diversity requirements from lenient to stringent. The upper bound was set to the 95th
percentile of pairwise distances across all generated solutions, ensuring the threshold range meaningfully reflects
the observed distribution of solution diversity:.

To complement the DS metric, we also assess the quality of solutions generated by each method based on their
fitness values. Specifically, we analyze the distribution of fitness values across all complete solutions produced by
each approach, where a higher fitness indicates greater differences in MR violations. This provides insight into
each method’s capacity to uncover critical test cases.

6.7.2  Design for RQ2. To address RQ2, we analyze the rate at which different methods discover complete solutions
over the courseof their search. To this end, we track the number of distinct solutions identified by each method
as a function of the search budget, expressed as a percentage of the total number of simulations allowed. The
methodology follows that of RQ1, employing the same hyperparameters and repeating each method 10 times.

In addition to analyzing DS as a function of the search budget, we compute the AUC of each DS-budget curve
and measure the execution time for each method, providing a comprehensive assessment of their efficiency in
generating distinct complete solutions.

6.7.3 Design for RQ3. To address RQ3, we analyze how different configurations of CoCoMagic affect both the
similarity of the identified test cases to execution scenarios and the overall effectiveness of the search process.
Each variant was executed independently 10 times to account for stochastic variation in the search process. For
all runs, we employed three metrics: (1) the DS metric, capturing the number of generated distinct solutions,
(2) the average fitness of the test cases found by each variant, quantifying the capacity of uncovering critical test
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cases with severe behavioral discrepancies, and (3) the AED metric, measuring how closely the generated test
cases resemble real-world execution scenarios.

6.7.4  Design for RQ4. To answer RQ4, we begin by assessing the accuracy of the interpretable rules derived from
the complete solutions by evaluating the MAE metric. RuleFit, used in CoCoMagic, as well as the two baseline
methods, RF and GBDT, are trained on the same dataset of complete solutions paired with their corresponding
differences in MR violations. This dataset combines results from all search methods used in RQ1 and RQ3
and contains two types of complete solutions. The first type includes solutions where the two systems exhibit
observable behavioral differences. Each of these solutions is assigned a fitness value that reflects both the direction
and severity of the difference, with positive values indicating better performance by the original system and
negative values indicating better performance by the updated system. The second type consists of solutions where
no behavioral difference is observed between the systems. These solutions are assigned a fitness value of zero.
This combination allows the prediction methods to learn not only what conditions lead to discrepancies, but also
which solutions result in consistent behavior across both versions. By training on this combined dataset, RuleFit
and baseline methods can identify the conditions that cause the systems to diverge, while also recognizing when
their behaviors remain the same. The combined dataset consists of 2,573 complete solutions, with 1,967 solutions
exhibiting behavioral differences and 606 solutions showing no differences; split into 80% for training and 20%
for validation. To account for randomness during training, each method is evaluated across 500 independent runs
with different random seeds to ensure robust and generalizable results. To facilitate interpretability, RuleFit is
constrained to extract at most 30 rules per run. Since our goal is explanation rather than maximal predictive
accuracy, a smaller, high-importance rule set is easier to audit and apply in practice. This threshold was chosen
based on both empirical observations and considerations of human interpretability. In preliminary experiments,
we varied the maximum number of rules while keeping the dataset of complete solutions fixed and evaluated the
resulting prediction accuracy. The model achieved its highest accuracy when the limit was set to approximately
30 rules. From a cognitive perspective, prior work on model interpretability suggests that human analysts can
effectively process only a limited number of rules before comprehension and decision quality degrade [45].
Therefore, limiting the output to 30 rules preserves most of the explanatory power while keeping the results
concise and practical for human review. For a fair comparison, the hyperparameters of the baseline methods,
including the maximum tree depth, the maximum number of leaf nodes, the number of trees, and other relevant
parameters, were tuned using randomized search [5], a hyperparameter optimization technique that samples
parameter configurations from predefined ranges, aiming to approximate the best-performing settings for each
method on the dataset.

To understand how thoroughly the rules support the identified complete solutions with behavioral differences
(1,967 solutions), we analyze the distribution of the rules’ support across 500 independent runs of RuleFit.
Specifically, in each run, we compute the proportion of complete solutions that are supported by the full set of
extracted rules. This analysis reveals the extent to which the rules capture the behavioral discrepancies reflected in
the identified complete solutions. A higher proportion indicates stronger support or broader coverage, suggesting
that the rules provide a more comprehensive explanation of the behavioral differences between the two system
versions.

To complement the quantitative evaluation of the interpretability framework, we conducted a questionnaire
study with four industrial domain experts to evaluate the practical value of the generated rules. The four
participants are professionals in the autonomous driving domain with experience ranging from 2 to 9 years. Their
expertise primarily covers perception, decision-making, simulation and testing, and safety-related aspects of
autonomous systems. All participants have prior involvement in safety-critical systems or risk assessment, most
with extensive experience. Informed consent was obtained from all participants prior to the study for the use of
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their feedback. Fig. 2 presents a sample item from the questionnaire presented to the experts in this study. The
full questionnaire is available in the replication package.

Each expert was provided with the top 10 interpretable rules, ranked by importance, that characterize the
behavioral discrepancies between two ADS versions. The rules were first extracted from raw RuleFit output and
translated into natural-language descriptions that are easier for practitioners to understand. This translation was
performed through a systematic post-processing step described below.

Each rule consists of one or more conditions connected by logical conjunctions. To interpret a rule, we
first analyzed each condition by decomposing the corresponding feature name into its semantic components.
For example, the feature named follow_up_walker_left_yaw_max_sin is decomposed into: follow-up scenario,
pedestrian, front-left region, heading direction, maximum value, and sine component. Accordingly, this feature
represents the maximum sine value of the heading direction of pedestrians located in the front-left region of the
ego vehicle in the follow-up scenario.

Next, threshold values were interpreted in accordance with the attribute’s meaning and range. For directional
attributes such as yaw and angle, values were interpreted relative to the ego vehicle’s heading using CARLA’s
left-hand coordinate system. For instance, the condition follow_up_walker_left_yaw_max_sin > 0.4 indicates
that, in the follow-up scenario, at least one pedestrian ahead on the left of the ego vehicle has a heading direction
with a positive sine value of significant magnitude. Since positive sine values indicate rightward movement, and
negative values indicate leftward movement, this condition can be interpreted as indicating that at least one such
pedestrian is moving rightward. For distance and speed attributes, threshold values are interpreted relative to the
scaled range of each feature, where values closer to zero indicate closer proximity or lower speed, and higher
values indicate greater distance or higher speed.

After each condition in a rule was interpreted, the resulting condition-level interpretations were combined to
derive the overall meaning of the rule. Finally, the resulting rule interpretation was reformulated into a coherent
scenario description through minor manual rephrasing to improve clarity and readability. This final description
preserves the rule’s essential content while presenting it in a form easier for engineers to read and understand.

Each translated rule was presented together with its expected relative effect, its occurrence frequency across
the generated test cases, and an illustrative example scenario in which the rule applies. The experts were then
asked to assess the understandability and actionability of each rule by answering two questions on a five-point
Likert scale [51]: (Q1) “How easy is it to understand the conditions described by this rule?” (Rate from 1 = Very
difficult to understand to 5 =Very easy to understand), and (Q2) “Does this rule help you narrow down which
types of conditions to prioritize for testing the updated system?” (Rate from 1 =Not at all to 5= Very much).

Finally, we present several example rules extracted from one of the RuleFit runs to illustrate the interpretability
and practical value of the generated rules. It showcases the interpretability approach’s effectiveness in gaining a
deeper understanding of the underlying factors contributing to the observed behavioral discrepancies.

7 Results and Analysis

In this section, we present the results and analysis of our empirical evaluation of CoCoMagic.

7.1 RQ1: Effectiveness of CoCoMagic

Fig. 3 reports the average DS values across 10 distinct experiments, achieved by CoCoMagic, SGA, and RS, at
varying 0; and ;. Each subplot shows the average DS values over executions, as a function of 0, with 95%
confidence intervals represented by error bars. Different subplots correspond to different fitness thresholds 6;.
The performance advantage of CoCoMagic is most evident at low and moderate distance thresholds. For every
fitness threshold 6, CoCoMagic achieves the highest average DS values when 6, is relatively small, often by a
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Conditions Under Which the Two ADS Versions Differ

Vehicles to the left of the ego vehicle are traveling at fairly consistent speeds. Static obstacles ahead are directly
in front of or to the right of the ego vehicle.

Observed Behavioral Discrepancy

On average, the updated system performs moderately better under these conditions than the original system.

Occurrence Frequency

This rule applies to 5.74% of all detected behavioral discrepancies.

An Example Scenario Where This Rule Applies

Side-by-side recordings of the two ADS versions executing the corresponding follow-up scenario.

Questions

Q1. How easy is it to understand the conditions described by this rule?

1 = Very difficult

2 = Difficult

3 = Moderately easy
4 = Easy

5 = Very easy

Q2. Does this rule help you narrow down which types of conditions to prioritize for testing the updated system?

1 = Not at all

2 =Slightly

3 = Moderately
4 = Considerably
5 = Very much

Fig. 2. Example of one questionnaire item used in the expert study. For each rule, experts were shown a natural-language
description of the conditions, the observed behavioral discrepancy, the occurrence frequency, an illustrative example scenario,
and the Likert-scale questions used for evaluation.
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Fig. 3. Distinct Solutions (DS) vs. distance threshold (6;) across different fitness thresholds (Qf). A higher DS value indicates
more distinct test cases discovered by the method. Each curve plots the'average DS value at different §; settings, under a
specific fitness threshold 6. This figure reveals how each method balances the quantity and diversity of test cases as 6
varies.

large margin over both SGA and RS. This trend remains consistent as 6y is increased, indicating that CoCoMagic
is substantially more effective at discovering a larger set of complete solutions across all severity constraints.

As 0 increases, the average DS value decreases for all methods, which is expected since stricter diversity
requirements lead to the exclusion of more solutions, and thereby reduce the number of retained complete
solutions. However, the rate and implications of this decrease differ across methods. CoCoMagic shows a sharper
decline as it begins with a much larger pool of archived solutions, and progressively fewer of them satisfy
increasingly strict distinctness requirements. In contrast, SGA and RS remain relatively flat over a wider range
of 6;. Specifically, SGA begins to outperform CoCoMagic under strict diversity requirements and relatively
permissive fitness thresholds (6; > 2.4 and 6y < 1.8). This indicates that SGA may produce a solution set with
slightly greater diversity, which only becomes advantageous under sufficiently strict distance thresholds. In
other words, the main advantage of CoCoMagic lies in the low-to-moderate 6; region, where it consistently
produces more archived distinct solutions, whereas SGA becomes competitive only after aggressive diversity
filtering removes much of that advantage. RS remains generally inferior throughout, and only approaches the
other methods when all techniques yield very few remaining solutions.

Beyond the DS metric, we evaluate the quality of complete solutions produced by each method, excluding
those with insignificant fitness values (< 0.25). This thresholding serves as a post-processing step to filter out
solutions with near-zero fitness, which typically arise from randomness in the process and do not reflect genuine
differences in violations. Fig. 4 presents the distribution of average fitness of complete solutions generated by
CoCoMagic, SGA, and RS across 10 independent executions. CoCoMagic achieves both higher median and mean
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Fig. 4. Fitness distribution of test cases generated by CoCoMagic, SGA, and RS. Higher fitness indicates that the discovered
test cases induce greater differences in the violations exhibited by the two ADSs. Each box shows the fitness values for the
test cases across 10 executions, providing insight into each method’s peak effectiveness. This figure highlights the relative
strength of each method in uncovering critical test cases with severe behavioral differences.

fitness values compared to the baselines, indicating a greater capacity to uncover solutions that induce stronger
behavioral discrepancies between the two system versions. On average, solutions generated by CoCoMagic reach
a fitness value of 1.55, representing a 53% (p-value < 107'0) increase over SGA (1.01) and a 40% (p-value < 107%)
increase over RS (1.11). To assess the statistical significance of these differences, we conducted non-parametric
Mann-Whitney U tests with Fisher’s method for p-value correction [59].

In addition to the higher median and mean fitness, Fig. 4 highlights that CoCoMagic also attains a substantially
larger range of fitness values compared to the baselines. While SGA and RS peak at fitness levels around 1.95
and 2.35, respectively, CoCoMagic reaches up to 3.80. This indicates that CoCoMagic not only consistently yields
stronger solutions on average but also uncovers more severe cases that trigger significantly larger behavioral
differences between the two system versions.

To provide a concrete illustration of the types of discrepancies captured by CoCoMagic, consider the scenario
depicted in Fig. 5. The source scenario demonstrates the ego vehicle approaching and traversing an intersection
under clear weather conditions. The perturbation generated by CoCoMagic includes two controlled changes: (i)
placing a pedestrian on the crosswalk ahead of the ego vehicle, and (ii) modifying the weather from clear to rainy.
The associated MR specifies that, under these changes, the ego vehicle should exhibit more cautious behavior,
particularly by reducing speed when approaching the pedestrian.

Both the reference (original) and test (retrained) versions of InterFuser are evaluated on this test case. The
reference system responds as expected by slowing down and stopping at a safe distance from the pedestrian,
thereby satisfying the MR. In contrast, the test system maintains its speed and passes the pedestrian at close
proximity, failing to exhibit the required behavioral adjustment. This divergence results in a violation of the MR
in the test version (with a violation extent of 1.14), but not in the reference version, indicating a degradation with
respect to the specified MR.

In summary, the results clearly demonstrate the superior effectiveness of CoCoMagic compared to both baseline
methods in identifying a greater number of distinct test cases that not only satisfy diversity requirements but also
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Source Scenario
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Clear weather; no pedestrian

Follow-up Scenario
POV Eagle View
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Pedestrian added on crosswalk; rainy weather

Reference Version Test Version

POV Eagle View POV Eagle View

Reference slows/stops before pedestrian, no violation

Test continues and passes the pedestrian, resulting in a violation

Fig. 5. Illustrative discrepancy revealed by CoCoMagic. The source scenario (top) depicts an ego vehicle traversing an
intersection under clear weather conditions with no interfering agents. A follow-up scenario (middle) is generated by applying
a metamorphic transformation that introduces a pedestrian in the crosswalk ahead of the ego vehicle and changes the
weather to rainy. The follow-up scenario is then executed on two versions of the ADS: the reference (bottom-left) and the test
(bottom-right). In-the reference version, the vehicle slows down and stops at a safe distance from the pedestrian, satisfying

the MR..In contrast, the test version continues without sufficient deceleration and passes the pedestrian at close proximity,
resulting in a violation.

induce more severe behavioral discrepancies between the two ADS versions. Its ability to generate both critical
and diverse test cases highlights the strength of its co-evolutionary search strategy in navigating complex search

spaces and uncovering meaningful discrepancies, making it an effective framework for rigorous differential
testing of ASs.
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Answer to RQ1

CoCoMagic outperforms both SGA and RS in detecting severe differences in MR violations, as measured
by the average DS metric. In addition, it achieves an average fitness that is 53% higher than SGA and 40%
higher than RS, underscoring its effectiveness in uncovering more pronounced behavioral discrepancies.

7.2 RQ2: Efficiency of CoCoMagic

Fig. 6 presents the average DS values over simulation budget for each method, under nine different configurations
of fitness thresholds 0f and distance thresholds 8,;. Each subplot corresponds to a specific threshold setting,
capturing lenient (Qf = 1.0), moderate (9f = 1.5), and high (9f = 2.5) severity requirements, each paired with
increasing levels of diversity (6; = 1.0, 1.6, 2.2). The distance thresholds were selected based on their filtering effect
on the generated solutions. On average, 8; = 1.0, 1.6, and 2.2 remove about 10%, 30%, and 50% of the solutions
produced by all methods. These values, therefore, correspond to low, moderate, and high diversity constraints.

Across nearly all configurations, CoCoMagic consistently outperforms the baseline methods in the total number
of distinct solutions discovered as the simulation budget increases. Moreover, CoCoMagic exhibits a steeper growth
trajectory compared to the baselines, which reflects the advantage of the co-evolutionary setting in promoting
the discovery of additional distinct solutions as the budget increases. The advantage of CoCoMagic is particularly
noticeable during the early stages of the search. In most configurations, the method begins discovering distinct
solutions earlier than the baselines and accumulates them faster. This indicates higher search efficiency, as a
larger number of useful discrepancies can be identified using a smaller portion of the available simulation budget.

As the fitness threshold becomes stricter (9f € {1.5,2.5}), the number of retained solutions decreases for all
methods, leading to lower overall DS values. This behavior is expected because fewer test cases satisfy the more
demanding severity requirements. Nevertheless, CoCoMagic maintains a clear advantage over the others. For
example, under moderate thresholds 9f = 1.5 and 0; = 1.6, CoCoMagic nearly doubles the number of discovered
distinct solutions relative to both SGA and RS by the 100% budget mark.

When the diversity requirement becomes more restrictive (6; = 2.2), the gap between the methods narrows in
some configurations. In particular, under mild fitness constraints (Hf = 1.0), SGA becomes competitive in later
stages of the search (budget > 80%). However, this advantage of SGA is limited and largely disappears as the
fitness requirement becomes stricter (6 = 1.5 and 6y = 2.5). This indicates that while SGA may identify slightly
more diverse but mild discrepancies, CoCoMagic is more effective at discovering severe and diverse discrepancies
simultaneously, which is the primary goal of the testing process.

To quantitatively assess the overall efficiency of each method, we compute the AUC for the DS-budget curves
shown in Fig. 6. This metric aggregates the progression of distinct solution discovery over the entire simulation
budget, offering a single representative value for each configuration. A higher AUC indicates that a method finds
more distinct solutions earlier and more consistently throughout the search process. On average, CoCoMagic
outperforms SGA by 126% and RS by 169% in terms of AUC, demonstrating more efficient test case generation
under budget constraints. Statistical analysis using the Wilcoxon signed-rank test [81] confirms the significance
of these improvements, with p-value < 107 against both baselines.

In addition to evaluating the discovery rate of distinct solutions over budget, we also examined the computa-
tional efficiency of the algorithms. Fig. 7 presents the distribution of execution times (in hours) across 10 runs for
CoCoMagic, SGA, and RS. The results show that CoCoMagic consistently requires less computational time, with
an average of 7.44 hours, compared to 8.99 hours for SGA and 8.91 hours for RS. This indicates that CoCoMagic is
not only more effective at utilizing the search budget but also faster to execute. Specifically, CoCoMagic improves
average execution time by 17.24% over SGA (p-value < 1072) and by 16.49% over RS (p-value < 1073). The longer
execution time observed for SGA and RS can be attributed to their tendency to generate more invalid complete
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Fig. 6. Distinct Solutions (DS) progression across simulation budget levels, normalized to a total of 500 simulations. Each
subplot illustrates how the DS value grows as more simulation resources are consumed, under specific combinations of
fitness thresholds (6¢) and distance thresholds (6,). The curves represent different methods, allowing a direct comparison
of how quickly and effectively each approach uncovers severe and diverse behavioral discrepancies between ADS versions.
Sharper increases and higher endpoints indicate greater efficiency in identifying test cases early in the search process.

solutions during the search. These invalid solutions violate simulation constraints, for example, by placing objects
in overlapping locations, which causes the simulator to terminate immediately at the start of execution. Although
such solutions are excluded from the simulation budget and discarded from the evolutionary process, the effort
spent attempting to simulate them still incurs additional computational overhead, resulting in longer overall
execution times.

Overall, these results demonstrate that CoCoMagic is significantly more budget-efficient at discovering critical
and diverse test cases, while also achieving faster execution than the baselines. These advantages make CoCoMagic
better suited for cost-sensitive testing scenarios.
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Fig. 7. Distribution of execution times (in hours) for CoCoMagic, SGA, and RS under a fixed search budget. Lower execution
time indicates greater computational efficiency in completing the search. Each box summarizes the distribution of execution

times across 10 runs.

Answer to RQ2

CoCoMagic outperforms SGA by 126% and RS by 169% in terms of overall efficiency, as measured by the
AUC of the DS-budget curves, demonstrating its superior ability to discover critical and diverse test cases
within a limited search budget. In addition, it achieves 17% faster execution time than SGA and 16.5%
faster than RS, confirming its:advantage in computational efficiency.

7.3 RQ3: Impact of Constraints and Population Initialization

Fig. 8 shows the AED between the generated complete solutions and the set of previously observed execution
scenarios. This metric reflects how closely the identified solutions resemble behaviors observed during actual
system executions. Lower AED values indicate that the generated complete solutions are behaviorally closer to
known execution scenarios, whereas higher values suggest the discovery of more dissimilar solutions.

The most noticeable trend in Fig. 8 is the substantial reduction in AED values achieved by both RI configurations.
CoCoMagic with RI produces the lowest AED values overall, followed by its unconstrained counterpart. This
outcome confirms the effectiveness of Rl in guiding the search toward solutions that remain close to observed
ones. By seeding the population with scenarios observed during actual executions, RI biases the search toward
regions of the search space that are more contextually grounded. In contrast, the unconstrained and constrained
configurations without RI (i.e., CoCoMagic\c and CoCoMagic) yield significantly higher AED values, with dis-
tributions clustered around a much higher median. This confirms that, in the absence of R], the search is more
likely to generate complete solutions that deviate from what is commonly observed, resulting in less realistic but
potentially more severe solutions.
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Fig. 8. Average Execution Distance (AED) between identified test cases and execution scenarios under different configurations
of CoCoMagic and baseline methods. Higher AED values indicate that the generated test cases are more distinct from the
execution scenarios. Each box summarizes the distribution of AED values for a given method, highlighting how closely the
identified test cases resemble previously observed real-world scenarios.

The impact of the constraining mechanism is particularly evident when comparing constrained and uncon-
strained variants within each initialization strategy. In-both cases,; applying the constraint results in lower AED
values, indicating that it effectively guides the search toward solutions closer to the observed execution scenarios.
Quantitatively, applying the constraint alone without Rl yields a modest improvement of 7.43% in average AED
value (2.73) compared to its unconstrained counterpart (2.94). The benefit becomes more pronounced when
Rl is introduced. The unconstrained variant with Rl reduces the average AED value by 35.76% (1.89) relative
to the non-RI variant. When combining both RI and constraining, the search is tightly focused on execution
scenarios, resulting in the most significant improvement: a 47.41% (1.55) reduction in AED. This highlights the
complementary role of constraints in enhancing behavioral realism, especially when the initial population is
already grounded in the observed execution scenarios. Overall, these results illustrate the effectiveness of both RI
and the constraining mechanism in promoting the realism of generated test cases.

Fig. 9 compares the average number of distinct solutions discovered by each configuration of CoCoMagic, across
varying distance thresholds (0;) and fitness thresholds (6f). Across the six fitness-threshold settings, CoCoMagic
and CoCoMagic\c exhibit similar overall behavior, with only modest differences observed across combinations of
0 and ;. For lower fitness thresholds (6 = 1.0,1.3, 1.5), CoCoMagic tends to achieve slightly higher average DS
values than CoCoMagic\c at smaller distance thresholds. However, this gap is relatively small and diminishes as
0, increases, with both configurations converging to comparable performance at larger distance thresholds. For
stricter fitness thresholds (Gf = 1.8,2.0,2.3), a mild shift can be observed, where CoCoMagic\c slightly exceeds
CoCoMagic. This suggests that, under stricter severity requirements, removing the constraint can help retain
more solutions.

Introducing RI leads to a noticeable reduction in DS values, for both constrained and unconstrained variants.
This reduction can be attributed to the tighter focus imposed by sampling initial populations from execution
scenarios, which biases the search toward more realistic, but potentially more restricted regions of the search
space. However, RI exhibits reduced sensitivity to the distance threshold 6;; both RI variants maintain a more
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Fig. 9. Distinct Solutions (DS) vs. distance threshold (6;) across different fitness thresholds (Gf) for different configurations of
CoCoMagic. A higher DS value indicates more distinct test cases discovered by the method. Each curve plots the average DS
value at different 8, settings, under a specific fitness threshold 6. This figure reveals how each method balances the quantity
and diversity of test cases as 6y varies.

stable DS value compared to their counterparts, as 8; increases. This robustness is likely due to the higher diversity
inherent in the sampled execution scenarios used for initialization, which enables the generation of complete
solutions that are already dispersed across different behavioral regions.

These trends are also reflected quantitatively in the overall reduction of DS values compared to the uncon-
strained, non-RI baseline (CoCoMagic\c). Applying the constraint alone results in a 3.97% (p-value = 0.028)
decrease in the DS metric, highlighting the limiting effect of realism enforcement on exploratory diversity.
Introducing RI to the unconstrained variant leads to a slightly larger reduction of 21.22% (p-value < 1073%), while
combining both.constraints and RI produces the most substantial drop, with a 33.83% (p-value < 10778) decrease
in DS. These results confirm the previously discussed trade-off: while constraints and RI improve behavioral
realism, they reduce the algorithm’s ability to discover a wide range of distinct solutions.

Fig. 10 presents the fitness distribution of solutions identified by each configuration, excluding those with
insignificant fitness values (< 0.1), across 10 executions. The metric reflects the severity of the discovered solutions,
with higher values indicating more critical discrepancies between the two ADS versions.

As shown in Fig. 10, the unconstrained variant (CoCoMagic\c) achieves the highest average fitness across runs,
followed closely by the constrained variant. This observation may suggest that removing the constraint allows
the search to better exploit regions of the search space that lead to more severe discrepancies. However, the
small reduction in average fitness observed for CoCoMagic and CoCoMagic\c+RI relative to CoCoMagic\c is not
statistically significant, suggesting that there is no solid evidence that introducing constraints or initialization
with execution scenarios diminishes the ability to find severe discrepancies. In contrast, the reduction observed
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Fig. 10. Average fitness of test cases generated by different configurations of CoCoMagic. Higher average fitness indicates
that the discovered test cases induce greater differences in the violations exhibited by the two ADSs. Each box shows the
average fitness values of the generated test cases across 10 executions. This figure highlights the relative strength of each
method in uncovering test cases with severe behavioral differences.

for CoCoMagic+RI compared to CoCoMagic\c is statistically significant. This indicates that when both constraints
and initialization are applied together, the search'is more strongly biased toward typical or nominal driving
patterns, restricting access to rare edge-case behaviors that produce higher-fitness solutions.

Quantitative comparisons provide insights into the effect of constraints and RI on the severity of discovered
solutions. Applying the constraint alone leads to a reduction of 4.20% in average fitness values, with the constrained
configuration (CoCoMagic) achieving an average fitness of 1.35 compared to 1.41 for the unconstrained baseline
(CoCoMagic\c). Similarly, incorporating RI into the unconstrained variant yields a 14.72% decrease, with an
average fitness of 1.20. However, neither of these reductions is statistically significant (p = 0.42 and p = 0.07,
respectively). In contrast, combining both constraints and RI produces a substantial and statistically significant
reduction, with an average fitness of 0.91, corresponding to a 35.37% drop from the baseline (p < 107°).

Overall, these findings indicate that applying either constraints or Rl alone can slightly reduce the severity
of the generated solutions by limiting exploration. Yet, this effect is negligible and statistically insignificant. In
contrast, combining the two results in a significant reduction in severity, demonstrating that their joint influence
can substantially limit the search from reaching highly critical discrepancies.

In summary, the results of RQ3 reveal a clear trade-off between behavioral realism and exploratory power
when applying constraints and RI. While both mechanisms independently and jointly reduce the number and
severity of generated test cases, they significantly enhance alignment with real-world scenarios, as evidenced by
lower AED values. RI proves especially effective in grounding the search, but it also significantly restricts access
to edge-case solutions, particularly under stricter fitness requirements. Conversely, unconstrained and randomly
initialized search enables broader exploration and uncovers more critical solutions, though at the cost of lower
realism. These findings emphasize the importance of selecting the appropriate configuration based on the testing
objective and of prioritizing realism, severity, or diversity in the discovered solutions.
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Answer to RQ3

Both constraints and RI improve the behavioral realism of generated test cases, as measured by AED, with
their combination yielding around 50% improvement over the unconstrained baseline. However, these
mechanisms also tend to reduce the number of discovered solutions. The constraint alone leads to a 4%
reduction in DS values. Incorporating RI further decreases DS values by up to 34%. This reveals a clear
trade-off: constraints and RI enhance realism but may reduce the quantity and severity of the identified
test cases.

7.4 RQ4: Interpretability Approach

7.4.1 Quantitative Evaluation of Interpretability. Fig. 11 presents the distribution of MAE values for predictions
made by RuleFit in CoCoMagic and the baseline methods, RF and GBDT. The results indicate that RuleFit achieves
an average MAE value of 0.71, which is higher than that of RF(0.68) and GBDT (0.67). Although RFand GBDT yield
slightly lower average MAE value, indicating higher accuracy in modeling behavioral differences in MR violations,
they lack interpretability as they tend to generate a large number of complex rules. In decision tree-based models
like RF and GBDT, these rules correspond to decision paths, which are sequences of feature-based conditions
followed from the root to a leaf node in each tree. On average, RF produces 1009.95 . such paths and GBDT
produces 2010.00, making it difficult to extract clear, human-understandable insights from their predictions. This
limitation reduces their practical usefulness for understanding the behavioral discrepancies between system
versions. In contrast, RuleFit strikes a balance between accuracy and interpretability, producing a concise set of
human-readable rules (28.72 rules on average) that facilitate understanding while still achieving accuracy close
to that of GBDT and RF. Furthermore, the rules generated by RF and GBDT are more complex, averaging 3.91
and 4.10 conditions per rule, respectively, whereas RuleFit rules average only 2.09 conditions. This simplicity
enhances the interpretability of RuleFit rules, making them more accessible for human analysts.

median
0.81 == A mean

Mean Absolute Error (MAE)

0.61 o

RuleFit RF GBDT

Fig. 11. Distribution of Mean Absolute Error (MAE) for RuleFit in CoCoMagic and baseline methods. A lower MAE value
indicates greater model accuracy in capturing behavioral differences between the two system versions. Individual points
beside each box represent the MAE values for each identified test case.

The support distribution demonstrates that the rules extracted by RuleFit consistently cover all of the identified
complete solutions. The generated rules achieved 100% support, meaning every identified complete solution was
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covered by at least one rule. Given the maximum of 30 rules allowed per run, achieving complete coverage
of all identified solutions is particularly noteworthy. This high level of support underscores the effectiveness
and consistency of RuleFit in capturing a compact yet comprehensive set of interpretable rules or patterns that
explain the observed behavioral differences across diverse runs.

Q1: How easy is it to understand the Q2: Does this rule help you narrow down which types of
conditions described by this rule? conditions to prioritize for testing the updated system?
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Fig. 12. Distribution of expert ratings for the generated rules across two evaluation criteria: ease of understanding (Q1), and
usefulness for prioritizing testing conditions (Q2). Ratings are based on a five-point Likert scale.

7.4.2  Expert Assessment of Interpretability Rules. Fig. 12 shows the distribution of expert ratings for the generated
rules across the two evaluation questions. The results indicate that the rules are generally understandable and
practically useful.

The responses to Q1 show a clearly positive pattern. Across the 40 ratings collected for this question (10 rules
x 4 experts), the average score is 4.0, which corresponds to the Easy response. In total, 31 out of 40 ratings
(77.5%) are either Easy or-Very Easy, while only a single rating falls below Moderately Easy. This indicates that
the conditions described by the rules are largely understandable to practitioners, and experts rarely found the
rules confusing or difficult to interpret. The results are also relatively consistent across experts. In most cases,
the ratings assigned to a given rule differ by at most 1 point. Larger disagreements are rare, with only two rule
assessments showing a difference of 2 points between experts.

A similar trend can be observed for Q2. Out of the 40 ratings, 30 (75.0%) are Considerably or Very much, and
none of the responses fall in the two lowest categories. The mean score is 3.8, lying between Moderately and
Considerably useful and closer to the latter. This suggests that, on average, the experts found the rules useful for
narrowing down which conditions to prioritize when testing the updated system.

Overall, the questionnaire results indicate that the generated rules are understandable to domain experts and
useful for narrowing the testing focus to relevant driving conditions. These findings support the claim that the
interpretability component can help engineers move from raw test cases toward more actionable testing insights.

To further illustrate the practical value of the interpretability approach, Table 2 presents several representative
rules from one run, together with their associated performance changes. Each rule characterizes a specific driving
condition under which the two ADS versions exhibit different MR violations. The Driving Condition Description
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Table 2. Automatically generated rules describing scenarios that induce behavioral differences between ADS versions.

Driving Condition Description Performance Change
The ego vehicle is moving at a slow speed, and a pedestrian on the left is extremely close. Degradation
Pedestrians ahead of the ego vehicle are very close and all are moving. Degradation
Pedestrians ahead move along the road direction while a left-side pedestrian is close. Degradation
A left-side pedestrian is moving toward the right. Improvement
Ego vehicle is moving slowly under very dark lighting conditions. Improvement
There are slow-moving vehicles on the left, and the front vehicles are oriented to the right. Degradation
The ego vehicle is moving while a static obstacle ahead is extremely close. Degradation

column reports natural-language descriptions derived from RuleFit rules via the post-processing step described
in Section 6.7.4, while the Performance Change column indicates whether the observed divergence corresponds to
a degradation or an improvement with respect to GP;. This is inferred from the sign of the coefficient associated
with the rule in RuleFit, where a positive coefficient indicates a degradation, and anegative coefficient indicates
an improvement. For instance, the first rule indicates that when the ego vehicle is moving at a low speed while a
pedestrian on the left is in very close proximity, the updated version tends to exhibit more severe MR violations.
These rules are not meant to be interpreted as definitive diagnostic conclusions. Instead, they provide actionable
starting points for identifying driving conditions that warrant further investigation when analyzing behavioral
differences between system versions.

In summary, the results demonstrate that RuleFit, as used.in CoCoMagic, effectively balances accuracy and
interpretability in modeling behavioral differences in MR violations. It produces a compact set of human-readable
rules with competitive accuracy, indicating a reliable ability to capture behavioral discrepancies. It also provides
practical insights into whether and under which conditions the updated system exhibits more violations than
the original, supporting informed decisions about real-world deployment. This approach provides interpretable,
actionable explanations of the factors driving behavioral discrepancies, thereby facilitating a more comprehensive
understanding of system updates.

Answer to RQ4

In our interpretability approach, RuleFit effectively balances accuracy and interpretability when modeling
differences in MR violations, producing a compact set of human-readable rules with accuracy comparable
to GBDT and RF. Additionally, the expert assessment confirms that the generated rules are generally
understandableand practically useful, particularly for guiding testing efforts and identifying relevant
conditions for further investigation.

\. J

8 Discussion

In this section, we discuss several important aspects of our proposed framework, including the trade-offs involved
in using constraints and population initialization strategies, the applicability of our approach to other types of
ASs, practical considerations, and potential threats to the validity of our results.

8.1 Trade-offs in Using Constraints and the Population Initialization Strategy

In search-based generation of realistic and effective test cases, the use of constraints and the choice of population
initialization strategy are critical factors shaping the realism, severity, and quantity of the resulting scenarios.
These two factors influence the balance between producing test cases that closely reflect real-world conditions and
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exploring a wide range of potentially risky or severe behavioral discrepancies. Achieving this balance inevitably
involves trade-offs. Tighter controls or heavy reliance on observed execution scenarios may improve realism
but can limit the discovery of critical edge cases, whereas looser controls may enhance quantity but may reduce
practical relevance.

Constraints guide the search toward regions of the solution space that are more relevant to real-world conditions.
By penalizing unrealistic or infeasible conditions, they ensure that the generated test cases remain grounded in
scenarios that could occur in practice. This targeted focus enhances the practical value of identified test cases by
reducing time spent analyzing irrelevant or impossible cases. However, collecting a diverse and representative set
of execution scenarios is important to capture the breadth of conditions under which failures may occur. Excessive
similarity among collected execution scenarios can cause the testing process to miss distinct failure modes that
may arise under different yet equally plausible conditions. Moreover, overly restrictive constraints can narrow
the search space excessively, omitting rare but potentially critical situations that might expose severe behavioral
discrepancies. Conversely, relaxing the constraints expands exploration and increases the diversity of generated
test cases, but at the cost of admitting unrealistic or invalid scenarios that require additional computational
filtering. Based on our empirical findings, a constraint level that penalizes approximately 60-70% of candidate
test cases per generation tends to strike an effective balance, maintaining both solution realism and sufficient
severity.

Similarly, the population initialization strategy introduces its own set of trade-offs. Initializing the search
with execution scenarios sampled from real-world data (i.e., the RI strategy) accelerates convergence by starting
from scenarios already representative of operational contexts. This often yields test cases that are immediately
applicable and realistic, making the approach well-suited when computational budgets or testing time are
constrained. However, the drawback is that reliance on known scenarios can bias the search toward familiar
behaviors, limiting the discovery of novel or unexpected situations that have not been previously observed
but may reveal critical behavioral discrepancies. In contrast, a purely random initialization promotes broader
exploration, improving the likelihood of uncovering rare, high-severity cases that challenge system safety or
reliability. The trade-off is that such cases'may be less realistic and, without a sufficiently diverse and complete
set of representative execution scenarios, the search may overlook critical, realistic conditions that could pose
safety risks.

Selecting the right balance between constraints and initialization strategies depends on the specific objectives
of the testing. Our experimental results (see Section 7.3) show that combining constraints with RI produces test
cases with the highest realism: However, this approach tends to limit the discovery of the most severe behavioral
discrepancies. Therefore, practitioners must weigh the trade-offs carefully, tailoring their approach to ensure
both targeted realism and adequate exploration to effectively identify potential behavioral discrepancies and
safety issues.

8.2 Applicability to Other Autonomous Systems

Although our evaluation focuses on autonomous driving, the proposed differential, search-based testing workflow
is generic and transferable to a wide range of ASs. The core components of the framework, including the search
algorithms, differential analysis logic, and constraining mechanisms, operate independently of any specific AS
domain. All domain assumptions are encapsulated in a small set of plug-in modules, allowing practitioners to
adapt the framework by implementing only domain-specific interfaces without modifying the generic core.

In general, adapting the framework to a new domain requires the practitioners to define three domain-specific
components that interface the generic core with the semantics of the target AS. As a hypothetical illustrative
example, consider a robotic assembly system in which a controller coordinates a robotic arm to assemble
components in an assembly line. In this setting, first, the practitioners specify a set of domain-relevant MRs that
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encode expected behavioral consistency under controlled changes to the environment. For instance, an MR or
may state that increasing the assembly-line speed by x should not increase the component failure rate by more
than y.

Based on the selected MRs, practitioners define a scenario representation that captures the characteristic
parameters of a scenario, including those subject to change by the selected MRs. A simple representation can
be a vector whose dimensions capture key operating conditions (e.g., the speed of the assembly line and the
position of items on the line). Second, the practitioners implement the scenario execution module, which runs a
given scenario, typically using a simulator, and returns the metrics required by the MRs (e.g., the failure rate).
Finally, for each specified MR, the practitioners define how a follow-up scenario is derived from a source scenario
through perturbations (e.g., increasing the speed parameter by x), and specify the corresponding output relation
that maps the observed outcomes to a continuous violation severity score, i.e., extent of MR violation (see Eq. (1)).
In this example, the function D,, that quantifies the deviation from or could be defined based on the difference
in failure rates between the source and follow-up scenarios. For instance, such a function can be defined as
Doy = Tpollow-up ~ (1 + ¥) X Fsource> Where rggyree and rigjioy-yp denote the observed failure rates in the source and
follow-up scenarios, respectively, and the result of D,, > 0 indicates an MR violation. Once these domain-specific
modules are in place, they can be integrated into the framework, allowing the core workflow to operate directly
on the specified domain without further modification.

8.3 Practical Considerations

In this section, we discuss three practical considerations regarding the scalability of our approach, the significance
of distinct solutions in the context of AS safety, and the interpretation of differences in MR violations.

8.3.1 Scalability and Computational Cost. In terms of scalability, the dominant cost in our workflow is scenario
execution rather than the generic search and differential analysis logic. The overhead of population management,
constraint handling, differential evaluation, and diversity management is comparatively small as these steps
operate on compact scenario representations and scalar violation scores. As a result, the scalability of the overall
approach is primarily driven by the throughput of the underlying simulator or testbed, the available computational
resources, and the extent to which scenario executions can be distributed across parallel simulation instances
within a given simulation budget. This reflects a common characteristic of search-based testing for ASs, where
each additional candidate solution requires an expensive end-to-end execution to obtain safety-relevant outcomes.
Given this cost structure, search efficiency translates directly into scalability and cost-effectiveness. Since our
framework uncovers severe differential violations with fewer executed scenarios than the baselines, it reduces
the number of expensive simulator runs required to reach a fixed testing objective. In addition, the framework
explicitly supports parallel execution of scenarios by dispatching independent evaluations to multiple simulation
agents. Since each candidate scenario can be executed and scored independently, increasing the number of
concurrent simulator instances directly improves throughput and can substantially reduce wall-clock testing
time within the same simulation budget. Together, these properties make the framework well-suited to iterative
development settings, where timely feedback on update-induced behavioral degradations is essential, and where
testing throughput is constrained primarily by simulation capacity rather than by the optimization logic itself.

8.3.2  Practical Significance of Distinct Solutions. As we use DS as a primary measure of effectiveness and efficiency,
it is important to clarify its practical significance in the context of AS safety. Each distinct solution corresponds
to a pair of source and follow-up scenarios that yield different outcomes in terms of MR violations, indicating
behavioral divergence between system versions. In practice, such divergences may correspond to safety-critical
situations, depending on the application domain. For example, in autonomous driving, these differences may
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indicate collisions, near-misses, or traffic rule violations. In other ASs, they may lead to mission failures, unsafe
interactions, or violations of operational constraints.

Distinct solutions indicate that the testing approach is exploring different regions of the operational space,
including varied environmental conditions and interactions with external agents. A higher number of distinct
solutions, particularly when they are sufficiently dissimilar, suggests that the testing process is uncovering a
broader and more diverse set of critical scenarios and edge cases that could compromise system safety. An AS
that exhibits fewer unexpected behavioral differences across such a wide range of scenarios provides stronger
evidence of robustness and reliability. Conversely, the discovery of many distinct behavioral differences highlights
areas where the system may require additional analysis, targeted testing, or refinement.

Overall, the number of distinct solutions exposing behavioral differences serves as a practical proxy for how
thoroughly an AS has been challenged under safety-relevant conditions. The more distinct solutions identified,
the greater the insight gained into potential safety risks and system vulnerabilities.

8.3.3 Interpretation of Differences in MR Violations. The behavioral differences identified by CoCoMagic are
expressed through differences in MR violations across system versions. These differences are not intended as a
measure of absolute system correctness, but rather as a confirmation of improvement or degradation with respect
to the particular safety property specified by the MR. When the original version satisfies an MR and the updated
version violates it, the updated version demonstrably fails to preserve the expected behavioral relationship,
thereby constituting a degradation of that property. This does not imply.that the original output is correct in an
absolute sense, but rather that the updated version violates a necessary safety property that the original version
satisfied. Conversely, a transition from violation to satisfaction indicates improvement in that property, while
other undetected faults may persist. Importantly, although MR satisfaction does not guarantee the absence of all
faults, an MR violation does confirm the presence of a safety-relevant problem, namely that the system fails to
exhibit the expected behavioral relationship specified by the MR.

Based on this interpretation, differences in MR violations signal potential degradations warranting further
investigation, or improvements that can provide confidence in the update. The test cases and interpretable rules
generated by CoCoMagic provide practitioners with concrete, actionable evidence of how the updated system
differs from its predecessor and under which conditions such divergences occur, supporting informed assessment.
Whether such differences warrant blocking a release ultimately requires human judgment, as it depends on domain-
specific factors such as the severity of the observed failures and the practitioners’ risk tolerance. Accordingly, the
outputs of CoCoMagic are designed to serve as complementary evidence that practitioners can incorporate into
their broader decision-making process, alongside other quality assurance activities.

8.3.4 Guidance on selecting MRs. The selection of MRs can influence the performance of CoCoMagic, both
through the number of MRs included in a search process and through the types of MRs selected. Regarding the
number of MRs, using multiple MRs in a single search process can improve search effectiveness when the MRs
share the same output relation. In CoCoMagic, a search process is guided by a fitness function that quantifies
the difference in the extent of MR violation between two system versions. Therefore, grouping several MRs is
meaningful only when their violations can be measured using the same output relation. In such cases, the search
can explore a richer set of input perturbations while still relying on a coherent fitness signal. In our case study,
the MRs in GP1 all expect a speed reduction, while the MRs in GP2 all expect invariance of the steering angle
under their corresponding perturbations. Grouping such MRs allows the perturbation population to include
multiple types of environmental changes while evaluating them against the same expected steering behavior.
This can help the search generate potentially more complex follow-up scenarios, thereby increasing the chance
of identifying changes that induce behavioral differences between the two system versions. In contrast, grouping
MRs with incompatible output relations in the same search process can make the fitness signal less meaningful,
since different relations may require different violation functions, thresholds, or output variables.
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The type of MR is also important. CoCoMagic is most suitable for MRs that satisfy three practical requirements.
First, the MR should define a relation between two test inputs, namely a source scenario and a follow-up
scenario. Some MRs may involve three or more related inputs. Such MRs cannot be directly represented as a pair
consisting of one input perturbation and one output relation, and therefore they are not currently supported
by our framework without modification. Second, the input perturbation associated with the MR should be
well-defined and feasible within the selected simulator or testing environment. Although CoCoMagic is not tied
to a specific simulator, our case study uses Carla; therefore, the selected MRs had to be implementable within
Carla’s capabilities. For example, an MR requiring the replacement of buildings with trees would be difficult to
apply in our setting if the simulator does not support such map-level modifications. More generally, whether
Carla or another simulator is used, the MR’s input perturbation must be executable through the available scenario
configuration and simulation APIs.

Third, the output relation should be sufficiently well-defined to support a numerical measure of the extent of
violation. This requirement is central to CoCoMagic because the search process is guided by a fitness value. If the
expected output relation is ambiguous or purely qualitative, defining a numerical violation signal may become
arbitrary. For example, an MR stating that the ADS should “drive more cautiously” after a perturbation is difficult
to use directly unless cautiousness is operationalized through measurable outputs such as speed reduction,
acceleration bounds, braking intensity, minimum distance to obstacles, or lane deviation. In our framework, we
consider three common types of output relations: decreasing, increasing, and invariance relations. A decreasing
relation expects the value of an output variable in the follow-up scenario to be lower than its value in the source
scenario by a specified threshold. An increasing relation expects the opposite, namely that the follow-up output
should be higher than the source output by a specified threshold. An invariance relation requires that the output
difference between the source and follow-up scenarios remain within an‘acceptable tolerance. For each relation
type, the extent of violation can be computed by measuring how much the observed outputs deviate from the
expected relation. This numerical formulation enables CoCoMagic to guide the search toward test cases that
reveal stronger violation differences.

Based on these considerations, we recommend selecting MRs that are pairwise, executable, and measurable.
When multiple MRs share the same output relation, grouping them can be beneficial because it expands the space
of meaningful input perturbations while preserving a coherent fitness definition. When MRs differ substantially
in their output relations, they should preferably be evaluated in separate search processes or require a carefully
designed multi-objective formulation.

8.4 Impact of Re-evaluation on False Alarms

To assess how many reported divergences may be artifacts of simulation instability, we analyzed the re-evaluation
histories recorded for the evaluated solutions. We define a false positive as a candidate divergence whose
initial execution exceeds the re-evaluation threshold of 0.2, but whose value after repeated execution and median
aggregation falls below that threshold. This operational definition captures false alarms caused by nondeterminism
during simulation.

For each evaluated solution, we reconstructed the initial DT divergence as the absolute difference between
the initial MR violation values observed for the reference and test versions. We then compared this value with
the final divergence after re-executing threshold-exceeding cases three times and aggregating them using the
median. Table 3 reports the results for the primary CoCoMagic configuration.

Overall, 359 of the 412 initially threshold-exceeding CoCoMagic alarms remained above the threshold after
re-evaluation, while 53 were removed. Thus, the estimated false-positive rate is 12.9% for the primary CoCoMagic
configuration. Across all experimental runs, including baselines and ablations, 1,581 candidate alarms initially
exceeded the threshold, 1,362 remained above it after re-evaluation, and 219 were removed, yielding a similar rate
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Table 3. Impact of re-evaluation on false positives for the primary CoCoMagic configuration. Initial is the number of
candidate alarms initially above the re-evaluation threshold, Retained is the number retained after median aggregation,
Dropped is the number dropped below the threshold or discarded as invalid, and FPR is the number of dropped candidates
divided by the initial candidates.

MR set Evaluated Initial Retained Dropped  FPR

GP1 1,068 337 296 41 12.2%
GP2 1,555 75 63 12 16.0%
Total 2,623 412 359 53 12.9%

of 13.9%. At the version-specific MR level, the corresponding rates were 11.0% for CoCoMagic and 10.5% across all
configurations and baselines. These results indicate that re-evaluation removes a significant number of unstable
alarms while preserving the large majority of reproducible behavioral divergences. Of course, such percentages
are expected to vary across simulators, but our approach to eliminating false positives is always applicable.

The dropped cases were mainly attributable to nondeterministic simulator outcomes, a situation we expect to
be common. We therefore keep re-evaluation as part of the reporting pipeline to reduce runtime-induced false
alarms before engineers inspect the generated test cases.

8.5 Threats to Validity

This section discusses potential threats to the validity of our results, following the classification into four categories:
Internal, External, Construct, and Conclusion validity [84].

8.5.1 Internal Validity. Internal validity reflects how reliably a study establishes a cause-and-effect relationship
between the experiment and its outcomes. One potential threat is the sensitivity of population-based methods
(i.e., CoCoMagic and SGA) to hyperparameter settings. The chosen configurations may not be optimal, potentially
affecting performance. To address this, we adopted widely recommended hyperparameter values from the
literature [62]. For parameters lacking established defaults, we selected values based on a pilot experiment.

Another internal validity concern arises from slight mismatches between the actual number of simulations
executed and the allocated simulation budgets for the population-based methods. We mitigated this issue by
applying linear interpolation to align simulation budgets across different methods. However, interpolation
assumes a linear, continuous relationship between the metrics and the search budget. This assumption may not
hold if metrics exhibit abrupt or non-linear changes across budgets, which could lead to inaccuracies in the
aligned results. To reduce this risk, we validated the interpolation by analyzing metric trends and confirming
that the linear assumption was reasonable within the tested budget range.

A further threat involves the correctness and reliability of the MRs used to detect behavioral differences. Since
MRs serve as the basis for identifying violations, any inaccuracies, such as overly strict conditions, could result in
false positives or negatives. To address this, we used well-established MRs from prior studies and conducted a
pilot experiment to validate them. During this phase, we analyzed unexpected results and adjusted parameters to
ensure the MRs were calibrated correctly. This refinement process helped ensure the reliability of the MRs in the
main experiments.

8.5.2 External Validity. External validity concerns the extent to which results can be generalized to other contexts,
particularly their applicability beyond the specific simulation environment used in this study. Due to the enormous
effort and computational time required to prepare and run our experiments, a primary threat to external validity
arises from our reliance on a single ADS (INTERFUSER) and a specific simulator (CARrLA) for the case study. For
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example, the substantial engineering effort required to enable seamless scenario execution using CARLA and
INTERFUSER constrained our ability to include additional platforms. While this choice may limit generalizability,
both technologies are widely recognized within the autonomous driving research community. CARLA is an
open-source, high-fidelity simulator extensively used in academia and industry, and INTERFUSER ranked among
the top-performing systems on the CARLA Leaderboard during the evaluation period.

Another potential threat lies in the representativeness of the execution scenarios used. If the scenarios do not
sufficiently reflect the variability of real-world driving conditions, the findings may lack general applicability.
To mitigate this concern, we leveraged a variety of maps contributed by the CARLA community, encompassing
diverse urban layouts, road geometries, and traffic conditions. We executed the ADS in these environments
and systematically collected execution scenarios at five-second intervals to ensure coverage of different driving
situations, including variations in traffic density, weather, and road types. From the collected execution scenarios,
we randomly sampled 800 scenarios, distributed equally across all maps, for use in our experiments. This sampling
strategy aimed to ensure broad scenario diversity and better reflect the range of conditions encountered in
real-world autonomous driving, thereby improving the generalizability of our results.

Another threat to external validity concerns the limited set of MR groups considered in our empirical evaluation.
In this study, we evaluated CoCoMagic using two MR groups, GP1 and GP2, that capture common, practically
relevant output-relation patterns in ADS testing. However, these groups do not cover all possible MRs that may
be proposed in the future. Therefore, our empirical results should not be interpreted as evidence that CoCoMagic
will perform equally well for every possible future MR category. Nevertheless, CoCoMagic is not inherently
restricted to GP1 and GP2. The method only requires that an MR be expressible through two components:
(i) an input perturbation, which defines how a source scenario is transformed into a follow-up scenario, and
(ii) an output relation, which defines how the outputs of the two system versions should be compared and
how the extent of violation should be measured. Once these components are specified, CoCoMagic can use
the corresponding perturbation operators to generate follow-up scenarios and compute the differential fitness
between system versions. Thus, extending CoCoMagic to new MRs mainly requires implementing the associated
scenario transformation and defining a measurable violation function for the expected output relation, while the
core co-evolutionary search, differential fitness computation, constraint mechanism, and initialization strategy
remain unchanged.

8.5.3 Construct Validity. Construct validity concerns the extent to which the measurements used in a study
accurately reflect the theoretical constructs they are intended to represent. In our work, a central concern is
whether the DS metric appropriately captures each method’s effectiveness in identifying differences in MR
violations and in exploring diverse regions of the search space. Although this metric is designed to reflect these
aspects, it may not fully encompass all dimensions of solution quality or diversity.

8.5.4 Conclusion Validity. Conclusion validity refers to the extent to which a research conclusion can be trusted.
A notable limitation in our experiments is the relatively small number of repetitions, i.e., 10 runs per method, due
to the substantial computational costs involved. To mitigate the risk of statistical error due to this small sample
size, we report descriptive statistics along with their corresponding confidence intervals. This approach helps
convey both the central trends and the uncertainty in the results, providing a more reliable basis for interpreting
our findings.

9 Conclusion

In this paper, we presented CoCoMagic, a novel automated testing method that integrates Differential Testing
(DT), Metamorphic Testing (MT), and advanced search-based testing to assess the overall impact of updates on
AS behavior. By leveraging MT, CoCoMagic effectively identifies test cases that expose behavioral discrepancies
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between system versions, which may lead to safety violations. Its cooperative co-evolutionary approach efficiently
explores the high-dimensional search space, directing the search toward test cases most likely to reveal significant
behavioral differences. The use of constraints and population-generation strategies favors test cases that reflect
realistic operating conditions and remain applicable to practical scenarios. The interpretability approach we
propose complements this process by providing clear insights into the underlying causes of identified discrepancies,
enabling developers to better understand and mitigate potential safety risks.

Our evaluation on the CARrLA simulator with the INTERFUSER ADS shows that CoCoMagic consistently out-
performs baseline methods across diverse budget and threshold settings, efficiently generating severe test cases
that uncover important behavioral differences between system versions. These findings indicate that CoCoMagic
offers an effective and efficient solution for AS differential testing in open contexts by decomposing the high-
dimensional search space through cooperative co-evolution. The realism of the generated scenarios, combined
with the interpretability approach’s explanatory power, makes CoCoMagic a practical and actionable tool for
developers aiming to improve the safety and reliability of evolving ASs.

Data Availability

The replication package for our experiments, which includes the implementation of our-approach, baseline
methods, configuration files, questionnaire, and experimental results, is available on Figshare at https://figshare.
com/s/5d35bd01c27169e5ef2e.
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A Experimental Results on GP,

Based on GP,, Fig. 13 compares the number of distinct solutions (DS) obtained by CoCoMagic, SGA, and RS over
10 runs. The x-axis shows the distance threshold 6, while the y-axis reports the average DS, with 95% confidence
intervals as error bars. Results are shown across multiple fitness thresholds 6.
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Fig. 13. Distinct Solutions (DS) vs. distance threshold (6,) across different fitness thresholds (Gf). A higher DS value indicates
that more distinct test cases have been discovered by the method. Each curve plots the average DS value at different 0,;
settings, under a specific fitness threshold 6. This figure reveals how each method balances the quantity and diversity of
test cases as 9f varies.

Fig. 14 presents the distribution of fitness values obtained by CoCoMagic, SGA, and RS across 10 runs. Higher
median values and ‘upper ranges indicate a stronger ability to generate test cases that induce more severe
behavioral differences between the two ADS versions.

Fig. 15 illustrates the progression of DS as the simulation budget increases for GP,. Each subplot corresponds
to a specific combination of 9f and 0, with distinct curves for CoCoMagic, SGA, and RS. Similar to GP1, the plots
suggest differences in efficiency as methods uncover severe and diverse behavioral discrepancies over time.

Finally, Fig. 16 presents the distribution of execution times (in hours) for CoCoMagic, SGA, and RS under a fixed
search budget in GP,. Similar to GP;, each boxplot summarizes results across 10 runs, enabling a comparison of
computational efficiency, where shorter times indicate faster completion.

Overall, the results for GP, exhibit similar trends to those observed for GP;, reinforcing the consistency of our
findings across different MR groups.
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Fig. 14. Fitness distribution of test cases generated by CoCoMagic, SGA, and RS. Higher fitness indicates that the discovered

test cases induce greater differences in the violations exhibited by the two ADSs. Each box shows the fitness values for the

test cases across 10 executions, providing insight into each method’s peak effectiveness. This figure highlights the relative

strength of each method in uncovering critical test cases with severe behavioral differences.
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Fig. 15. Distinct Solutions (DS) progression across simulation-budget levels. Each subplot illustrates how the DS value grows
as more simulation resources are consumed, under specific combinations of fitness thresholds (Gf) and distance thresholds
(8;) The curves represent different methods, allowing a direct comparison of how quickly and effectively each approach
uncovers severe and diverse behavioral discrepancies between ADS versions. Sharper increases and higher endpoints indicate
greater efficiency in identifying test cases early in the search process.
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Fig. 16. Distribution of execution times (in hours) for CoCoMagic, SGA, and RS under a fixed search budget. Lower execution

time indicates greater computational efficiency in completing the search. Each box summarizes the distribution of execution
times across 10 runs.
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